
Cybersecurity Services

LINE CARD

INCIDENT RESPONSE 
AND FORENSICS

   Incident Response / Containment

   Incident Response Retainer

   Compromise Assessment

   Forensic Analysis

   Business Email Compromise Assessment

INCIDENT RESPONSE 
ENGINEERING

   Incident Response Plan Development

   Incident Response Playbook Development

   Incident Response Tabletop Exercise

   Dark Web Monitoring

   Active Directory Assessment

BlackBerry® Cybersecurity 
Services consulting 
engagements enable 
clients to secure 
their mission-critical 
operations and manage 
their endpoints, 
workspaces, and 
identities within a 
Zero Touch, Zero Trust 
architecture. 

Our consultants provide 
the in-depth knowledge 
and investigative 
experience organizations 
need to minimize their 
cyber risk exposure and 
defeat persistent, well-
funded attacks.

Working together, we 
help clients address 
the full spectrum of 
cybersecurity challenges 
and construct a strong 
and effective security 
posture utilizing 
prevention-first 
methodologies.

RED TEAM

   Internal Penetration Test

   External Penetration Test

   Wireless Penetration Test

   Cloud Security Assessment

   Web Application Penetration Assessment

   Mobile Application Security Assessment

AUGMENTATION SERVICES

   Virtual CISO (vCISO) Consulting

   Custom Staff Augmentation

MANAGED DETECTION AND RESPONSE SERVICES 

CylanceMDR™

AI Prevention  
Endpoint Technology

24x7x365 
Monitoring

Orchestration 
Platform

Streamlined 
Communication 

Threat 
Intel Overlay

Rapid 
Deployment

Onboarding

Human-based  
Threat Hunting

These consulting services do not require existing BlackBerry® software ownership.
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PRODUCT IMPLEMENTATION SERVICES
BlackBerry experts can assist with design, implementation, deployment, and post-deployment 
staff augmentation across many solutions.

ABOUT BLACKBERRY

BlackBerry (NYSE: BB; TSX: BB) provides intelligent security software and services to enterprises 
and governments around the world. The company secures over 235M vehicles. Based in Waterloo, 
Ontario, the company leverages AI and machine learning to deliver innovative solutions in the 
areas of cybersecurity, safety, and data privacy solutions, and is a leader in the areas of endpoint 
security, endpoint management, encryption, and embedded systems.  BlackBerry‘s vision is clear - 
to secure a connected future you can trust.

For more information, visit BlackBerry.com and follow @BlackBerry.
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OUTCOME 
BASED PRODUCT 
IMPLEMENTATION

   CylancePROTECT®

   CylanceOPTICS®

   BlackBerry® UEM

   BlackBerry® Workspaces

   CylanceGATEWAYTM

   CylanceAVERTTM

SOFTWARE UPGRADE 
ASSISTANCE  

   CylancePROTECT®

   CylanceOPTICS®

   BlackBerry® UEM

   BlackBerry® Workspaces

CONFIGURATION AUDIT 
AND MAINTENANCE 

   CylancePROTECT®

   CylanceOPTICS®

   BlackBerry® UEM

   BlackBerry® Workspaces

   CylanceGATEWAYTM

   CylanceAVERTTM

PRODUCT TRAINING  

   CylancePROTECT®

   CylanceOPTICS®

   BlackBerry® UEM

   BlackBerry® Workspaces

DEDICATED  
PRODUCT EXPERT 

   CylancePROTECT®

   CylanceOPTICS®

   BlackBerry®  UEM

   BlackBerry® Workspaces

   CylanceGATEWAYTM

   CylanceAVERTTM

TO LEARN MORE

For more information 
about BlackBerry  
Cybersecurity Services, 
please request a 
consultation. If you 
need Emergency 
Incident Response and 
Containment support, 
please fill out the form or 
call +1-888-808-3119 for 
immediate assistance.

STAY ONE STEP AHEAD




