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Privacy NoƟce for Customers 

1. IntroducƟon 
This privacy noƟce (referred to as the “NoƟce”) outlines how Challenge Group, with central offices 
located at SkyParks Business Centre, Level 5, Malta InternaƟonal Airport, Luqa LQA 4000 – Malta, and 
all its subsidiaries, operaƟng affiliates and branch offices from Ɵme to Ɵme (referred to as the “Group”, 
“Company” “OrganisaƟon”, “we" or "us"), collect and process personal data relaƟng to our customers 
or potenƟal customers, who may be individuals as well as representaƟves, employees, or contact 
persons of legal enƟƟes. 
 
We take data privacy seriously and we are commiƩed to processing your personal data in compliance 
with the General Data ProtecƟon RegulaƟon EU 2016/679 (“GDPR”, “RegulaƟon”), and any other 
applicable data protecƟon and privacy laws which may be amended from Ɵme to Ɵme.  

2. Controller Details 
The Data Controller of your Personal data is the relevant enƟty in Challenge Group you have a business 
relaƟon with. Updated contact details and other informaƟon on the Group can be found 
at hƩps://www.challenge-group.com/. 
The OrganizaƟon has appointed a Group Data ProtecƟon Officer (“DPO”). If you have any queries 
relaƟng to this NoƟce, including any requests to exercise your rights, please contact the DPO at 
dpo@challenge-group.com. 

3. DefiniƟons 
The definiƟon of “Personal Data”, “Automated Decision”, “Data Controller”, “Profiling”, “Processing”, 
and “Special Category of Data” have the same meaning of GDPR.  

4. Personal Data collected and purpose of the processing 
We obtain your Personal Data directly from you when you contact us, from public sources or from third 
parƟes authorised to share the informaƟon, when we enter into a contract with you or when you ask 
for a quote of our products and services.   
 
Personal Data we collect might include: name, surname, email, telephone number, residenƟal address, 
passport or idenƟficaƟon document and/or number, financial details including Iban and Vat number. 
 
Please note that failure to provide the personal data requested might hinder the possibility to provide 
you with our products and/or services. 
 
We Process your data for the purpose of: 

 following up on your request for a quotaƟon and/or terms of service 
 to enter into a contract and provide our services to you including aircraŌ inspecƟon and 

maintenance, cargo and transportaƟon airfreight handling, ground handling. 
 to resolve the technical issues you might have. 
 General administraƟon purposes, archiving and record keeping. 
 Compliance with our regulatory and legal obligaƟon, audiƟng and reporƟng duƟes. 
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 for the defence of rights in the course of judicial, administraƟve or extrajudicial proceedings 
and in the context of disputes arising in connecƟon with the services offered. 

5. Legal Basis 
The OrganizaƟon’s legal basis for processing your personal data are the following: 
 
o Art. 6 (1) (b) of GDPR. Processing is necessary for the performance of a contract to which the data 

subject is party or in order to take steps at the request of the data subject prior to entering into a 
contract when, for instance, we receive your request of quotaƟon or when we provide you with Our 
services. 

o Art. 6 (1) (c) of GDPR.  Processing is necessary for compliance with a legal obligaƟon to which the 
controller is subject. 

o Art. 6 (1) (f) of GDPR. Processing is necessary for our legiƟmate interests in conducƟng an exisƟng 
or new business relaƟonship, performing our business acƟviƟes and to establish, exercise or defend 
legal claims and to pursue any remedies available (including debt recovery). Where we process your 
Personal Data in reliance on arƟcle 6(1)(f) GDPR, we ensure that our legiƟmate interest does not 
override your interests or fundamental rights and freedoms which require protecƟon of Personal 
Data. 

o Any other applicable legal basis according to the law of the jurisdicƟon where the enƟty you have 
a business relaƟonship with, is located. 

6. Sharing of data 
We may share your Personal Data as follows: 

 Internally, limiting access to what is required or needed by individuals to perform their role. 
 Entities, subsidiaries and affiliates forming part of the Group on an “intra-group” basis. 
 Professional advisors, third party service providers, including clouds, software and database 

providers, agents, or independent contractors providing services to the Company. 
 Authorities, law enforcement bodies, courts, where such disclosures are permitted or required 

pursuant to applicable law. 
 In the event that we are acquired by or merged with a third-party entity, or in the event of 

bankruptcy or a comparable event, or in the event of restructuring of the business, we reserve the 
right to transfer or assign Personal Data in connection with the foregoing events, when allowed or 
imposed by applicable law and in compliance with legal and regulatory requirements. 

7. Automated Decision-Making and Profiling 
We do not rely on any decisions taken solely by automated means (in other words, without significant 
human intervenƟon) – including profiling. Should this posiƟon change in the future (and only if legally 
permiƩed to do so), you will be noƟfied accordingly. 

8. Transfer of data to third countries 
We may need to transfer, store or process your Personal Data outside the EU/EEA, either on an “intra 
group” basis or to third parƟes for the purposes described in this NoƟce. If your personal data are 
transferred in a jurisdicƟon outside of the EU that has not received an adequacy decision issued by the 
European Commission (Art. 45 GDPR), the transmission of data shall be subject to appropriate 
safeguards within the meaning of ArƟcle 46(1) of RegulaƟon (EU) 2016/679 which might include the 
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Standard Contractual Clauses (SCCs). You can obtain a copy of the Standard Contractual Clauses (SCCs) 
by contacƟng us at dpo@challenge-group.com. 

9. Security 
The OrganizaƟon has put in place appropriate security measures to prevent your Personal Data from 
being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In addiƟon, we 
limit access to your Personal Data to authorised personnel on a need-to-know basis. They will only 
process your Personal Data on the OrganizaƟon’s strict instrucƟons or where the task or job at hand 
demands such access in order to be able to carry out a certain funcƟon or perform a certain job. 

10. Data RetenƟon 
We will only retain Personal Data relaƟng to you for as long as is necessary (taking into consideraƟon 
the purpose for which it was originally obtained). We establish the retenƟon period taking into account 
several factors and criteria, which includes but is not limited to any retenƟon period set out by legal or 
regulatory requirements. We also take into consideraƟon the Ɵme periods established by law, 
regulaƟons and direcƟves to exercise legal acƟons, to defend rights, to carry out procedural acƟons. 
ThereaŌer, Personal Data shall be immediately and irrevocably erased. 
 
Different retenƟon periods may apply according to the law of the country where the enƟty with whom 
you established the business relaƟonship is located. For further details on data retenƟon periods, 
please contact us at dpo@challenge-group.com. 
 
We might retain your data for a longer period of Ɵme based on our legiƟmate interest to comply with 
our legal obligaƟon, in case of a legal proceeding/audit or inspecƟon form AuthoriƟes.  
 

11. Data Subject Rights 
Under GDPR you have the following rights: 

a. Request access to your personal informaƟon. This enables you to receive a copy of the personal 
informaƟon we hold about you and to check that we are lawfully processing it. 

b. Request recƟficaƟon of Personal Data that we hold about You.  
c. Request erasure of your Personal Data (where applicable). This enables you to ask the Company 

to delete or remove personal informaƟon where there is no good reason for us conƟnuing to 
process it.  

d. Object to the processing of your Personal Data (where applicable) where we are relying on a 
legiƟmate interest (or those of a third party) and there is something about your parƟcular 
situaƟon which makes You want to object to processing on this ground.  

e. Request that we provide you with any Personal Data that you may have provided us, in a 
structured, commonly used and machine-readable format;  

f. Request the restricƟon of processing of your personal informaƟon.  
g. Request that we transmit Your Personal Data directly to You or to another controller indicated by 

You. 
h. Right to be informed of the source – where the Personal Data we hold about you was not 

provided to us directly by you, you may also have the right to be informed of the source from 
which your Personal Data originates.  
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The above rights are not absolute and can be subject to specific legal requirements or exempƟons and 
therefore may not always be applicable.  
 
There is no charge for the provision of the related informaƟon, following your request, except in 
circumstances where the request is manifestly unfounded, repeƟƟve or excessive. AlternaƟvely, we 
may refuse to comply with your request in these circumstances. The Company may withhold certain 
informaƟon which is exempt from the right of Subject Access in accordance with applicable Law.  
 
We may need to request specific informaƟon from you to help us confirm your idenƟty and ensure the 
exercise of your rights. This is a security measure to ensure that Personal Data is not disclosed to any 
person who has no right to receive it. We may also contact you to ask you for further informaƟon in 
relaƟon to your request to speed up our response. 
 
Although all reasonable efforts will be made to keep your informaƟon updated, you are requested to 
inform us of any change referring to the Personal Data we hold about you.  In any case, if you consider 
that certain informaƟon about you is inaccurate, you may request recƟficaƟon of such data, as 
explained above. 
 
To exercise any of your rights, file a complaint relaƟng to your privacy or if you have any other quesƟons 
about our use of your Personal Data, please email the Data ProtecƟon Officer (DPO) via 
dpo@challenge-group.com.  

12. Further processing 
Where we need to further process your Personal Data for a purpose other than that for which your 
Personal Data has been collected, we will provide you, prior to the commencement of the further 
processing, with any relevant informaƟon. 

13. Updates 
We may update this NoƟce at our sole discreƟon including as a result of a change in applicable law or 
processing acƟviƟes. Any such changes will be communicated to you prior to the commencement of 
the relevant processing acƟvity. 

14. Complaints 
The OrganizaƟon and its Data ProtecƟon Officer may be contacted on complaints regarding the 
processing of Personal Data at dpo@challenge-group.com. You have also the right to lodge a complaint 
with the competent Supervisory Authority, the Office of the InformaƟon and the Data ProtecƟon 
Commissioner in Malta (IDPC) (www.idpc.gov.mt). 
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