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Foreword

December 2, 2020

I am pleased to present the U.S. Department of Homeland Security’s
(DHS) 2019 Data Mining Report to Congress. The Federal Agency
Data Mining Reporting Act of 2007, 42 U.S.C. § 2000ee-3, requires
DHS to report annually to Congress on DHS activities that meet the
Act’s definition of data mining.

For each identified activity, the Act requires DHS to provide the
following: (1) a thorough description of the activities, technology, and
methodology used; (2) the sources of data used; (3) an analysis of the
activity’s efficacy; (4) the legal authorities supporting the activity; and
(5) an analysis of the activities impact on privacy and the protections

in place to protect privacy. This is the fourteenth comprehensive DHS
Data Mining Report and the twelfth report prepared pursuant to the Act. Three annexes to this
report, containing Law Enforcement Sensitive information, are provided separately to Congress
as required by the Act.

With the creation of DHS, Congress authorized the Department to engage in data mining and the
use of other analytical tools to meet Departmental goals and objectives. Consistent with the
rigorous compliance process it applies to all DHS programs and systems, the DHS Privacy Office
works closely with the programs discussed in this report to ensure they employ data mining in a
manner that supports the Department’s mission to protect the homeland and protects privacy.

Inquiries relating to this report may be directed to the DHS Office of Legislative Affairs at
(202) 447-5890.

Sincerely,

&%cp A\

Dena Kozanas
Chief Privacy Officer and Chief FOIA Officer
U.S. Department of Homeland Security
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I.  Executive Summary

The DHS Privacy Office is providing this report to Congress pursuant to Section 804 of the
Implementing Recommendations of the 9/11 Commission Act of 2007 (9/11 Commission Act),
entitled the Federal Agency Data Mining Reporting Act of 2007 (Data Mining Reporting Act or the
Act).! This report discusses activities currently deployed or under development in the Department
that meet the Data Mining Reporting Act’s definition of data mining, and provides the information
set out in the Act’s reporting requirements for data mining activities.

In the 2018 DHS Data Mining Report,? the DHS Privacy Office discussed the following
Departmental programs that engage in data mining, as defined by the Act:

e The Automated Targeting System (ATS), which is administered by U.S. Customs and
Border Protection (CBP) and includes modules for inbound (ATS Import Cargo) and
outbound (ATS-AT) cargo, passengers (ATS-P), land border crossings (ATS-L), and;

e The Analytical Framework for Intelligence (AFI), which is administered by CBP;

e The FALCON Data Analysis and Research for Trade Transparency System (DARTTS),
which is administered by U.S. Immigration and Customs Enforcement (ICE);

e The FALCON-Roadrunner system, which is administered by ICE;
e The DHS Data Framework, which is a DHS-wide initiative;
e The SOCRATES Pilot Program, which is administered by CBP; and

e The Fraud Detection and National Security — Data System (FDNS-DS)/ATLAS, which is
administered by the U.S. Citizenship and Immigration Services (USCIS)/Fraud Detection
and National Security Directorate (FDNS).

This year’s report, covering the period of January 1 through December 31, 2019, provides updates
on additions, modifications, and other developments to the above referenced programs. In addition,
the DHS Privacy Office identified two additional Departmental programs that engages in data
mining, as defined by the Act:

e The Global Command and Control System — Joint (GCCS-J), which is administered by the
United States Coast Guard (USCG); and

e The Unclassified Common Operating Picture (UCOP) administered by the USCG.

DHS is also providing three annexes to this report, which include Law Enforcement Sensitive
Information, to Congress as required by the Act.

142 U.S.C. § 2000¢e-3.
22018 DHS Data Mining Report, issued in November of 2019, available at:

https://www.dhs.gov/sites/default/files/publications/2018-dataminingreport.pdf.
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The Homeland Security Act of 2002 expressly authorizes the Department to use data mining, among
other analytical tools, in furtherance of its mission.> DHS exercises this authority with respect to the
programs discussed in this report, all of which have been reviewed for its potential impact on
privacy by the DHS Chief Privacy Officer.

The Chief Privacy Officer’s authority for evaluating DHS data mining activities stems from
Section 222 of the Homeland Security Act, which states that the Chief Privacy Officer is
responsible for “assuring that the [Department’s] use of technologies sustain[s], and do[es] not
erode, privacy protections relating to the use, collection, and disclosure of personal information.”*

The DHS Privacy Office implements the Chief Privacy Officer’s authorities through privacy
compliance policies and procedures based on a set of eight Fair Information Practice Principles
(FIPPs) and is rooted in the tenets of the Privacy Act.’ The FIPPs serve as DHS’ core privacy
framework and are memorialized in the DHS Privacy Office’s Privacy Policy Guidance
Memorandum 2008-01/Privacy Policy Directive 140-06, The Fair Information Practice
Principles: Framework for Privacy Policy at the U.S. Department of Homeland Security
(December 29, 2008)% and in several Department-wide directives including, Directive 047-01,
Privacy Policy and Compliance.’

As described more fully below, the DHS Privacy Office’s privacy compliance process requires
components and offices that use systems and manage programs that collect, ingest, maintain, and
use Personally Identifiable Information (PII) and other information relating to individuals to
complete privacy compliance documentation, such as a Privacy Threshold Analysis (PTA),
Privacy Impact Assessment (PIA), and Systems of Records Notices (SORNSs). Submission of the
PTA enables the DHS Privacy Office to determine whether a Department program or system
effects privacy, and if so, whether additional privacy compliance documentation is required.
Additional privacy documentation could include the publication of a PIA, required by the E-
Government Act of 2002 and/or the Chief Privacy Officer’s authorities,’ as well as a SORN,
required by the Privacy Act of 1974,'° both of which are required before a program can become
operational. All programs discussed in this report have either issued new or updated PIAs or are in
the process of doing so; all are covered by DHS SORNSs as well.

36 U.S.C. § 121(d)(11).

46 U.S.C. § 142(a)(1).

55U.S.C. § 552a.

¢ Privacy Policy Directive 140-06 and Privacy Policy Guidance Memorandum 2017-01, available at:
http://www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide 2008-01.pdf and
https://www.dhs.gov/sites/default/files/publications/PPGM%202017-01%20Signed_0.pdf.

7 Directive 047-01 and its accompanying Instruction available at:
https://www.dhs.gov/sites/default/files/publications/privacy-policy-compliance-directive-047-01_0.pdf and
https://www.dhs.gov/sites/default/files/publications/privacy-policy-compliance-instruction-047-01-001_0.pdf,
respectively.

844 U.S.C. § 3501, note Section 208 of the E-Government Act.

26 U.S.C. § 142(a)(4).

105 U.S.C. § 552a(e)(4).



http://www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf
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https://www.dhs.gov/sites/default/files/publications/privacy-policy-compliance-instruction-047-01-001_0.pdf

2019 Data Mining Report

While each program described below engages in data mining to some extent, the DHS Privacy
Office has validated that no decisions regarding individuals are made based solely on data mining
results. In all cases, DHS employees analyze the results of data mining, and then apply their own
judgment and expertise in making determinations about individuals who may have been initially
identified through data mining activities. The DHS Privacy Office works closely with each of
these programs to ensure that the required privacy compliance documents are current, personnel
receive appropriate privacy training and privacy protections are implemented and followed.



SPARTA, 2

c?’ﬁ% Home.la]fld 2019 Data Mining Report
7 Security

II.  Legislative Requirement

The Federal Agency Data Mining Reporting Act of 2007, at 42 U.S.C. § 2000ee-3(c), includes the
following reporting requirement:

(c) Reports on data mining activities by Federal agencies
1. Requirement for report

The head of each department or agency of the Federal Government that is
engaged in any activity to use or develop data mining shall submit a report to
Congress on all such activities of the department or agency under the
jurisdiction of that official. The report shall be produced in coordination with
the privacy officer of that department or agency, if applicable, and shall be
made available to the public, except for an annex described in subparagraph

(13D
2. Content of report

Each report submitted under subparagraph ([1]) shall include, for each
activity to use or develop data mining, the following information:

(A) A thorough description of the data mining activity, its goals, and,
where appropriate, the target dates for the deployment of the data mining
activity.

(B) A thorough description of the data mining technology that is being
used or will be used, including the basis for determining whether a
particular pattern or anomaly is indicative of terrorist or criminal activity.

(C) A thorough description of the data sources that are being or will be
used.

(D) An assessment of the efficacy or likely efficacy of the data mining
activity in providing accurate information consistent with and valuable to
the stated goals and plans for the use or development of the data mining
activity.

(E) An assessment of the impact or likely impact of the implementation of
the data mining activity on the privacy and civil liberties of individuals,
including a thorough description of the actions that are being taken or will
be taken with regard to the property, privacy, or other rights or privileges
of any individual or individuals as a result of the implementation of the
data mining activity.

(F) A list and analysis of the laws and regulations that govern the
information being or to be collected, reviewed, gathered, analyzed, or used
in conjunction with the data mining activity, to the extent applicable in the
context of the data mining activity.
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(G) A thorough discussion of the policies, procedures, and guidelines that
are in place or that are to be developed and applied in the use of such data
mining activity in order to—

(i) protect the privacy and due process rights of individuals,
such as redress procedures; and

(i1) ensure that only accurate and complete information is
collected, reviewed, gathered, analyzed, or used, and guard against
any harmful consequences of potential inaccuracies.

3. Annex

(A) In general
A report under subparagraph ([1]) shall include in an annex any necessary--
(1) classified information;

(i1) law enforcement sensitive information;

(ii1) proprietary business information; or

(iv) trade secrets (as that term is defined in section 1839 of Title 18).
(B) Availability
Any annex described in clause ([A])—

(1) shall be available, as appropriate, and consistent with the National
Security Act of 1947, to the Committee on Homeland Security and
Governmental Affairs, the Committee on the Judiciary, the Select
Committee on Intelligence, the Committee on Appropriations, and
the Committee on Banking, Housing, and Urban Affairs of the
Senate and the Committee on Homeland Security, the Committee on
the Judiciary, the Permanent Select Committee on Intelligence, the
Committee on Appropriations, and the Committee on Financial
Services of the House of Representatives; and

(i1) shall not be made available to the public.
4. Time for Report
Each report required under subparagraph ([1]) shall be—
(A) submitted not later than 180 days after August 3, 2007; and

(B) updated not less frequently than annually thereafter, to include any
activity to use or develop data mining engaged in after the date of
the prior report submitted under subparagraph ([1]).

10
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The Act, at 42 U.S.C. § 2000ee-3(b)(1), defines “data mining” as:

a program involving pattern-based queries, searches, or other analyses of 1 or more
electronic databases, where—

a) adepartment or agency of the Federal Government, or a non-Federal entity

acting on behalf of the Federal Government, is conducting the queries, searches,
or other analyses to discover or locate a predictive pattern or anomaly indicative
of terrorist or criminal activity on the part of any individual or individuals;

b) the queries, searches, or other analyses are not subject-based and do not use
personal identifiers of a specific individual, or inputs associated with a specific
individual or group of individuals, to retrieve information from the database or
databases; and

c) the purpose of the queries, searches, or other analyses is not solely—

a) the detection of fraud, waste, or abuse in a Government agency or
program;
or

b) the security of a Government computer system. '

I “[T]elephone directories, news reporting, information publicly available to any member of the public without

payment of a fee, or databases of judicial and administrative opinions or other legal research sources” are not
“databases” under the Act. 42 U.S.C. § 2000ee-3(b)(2). Therefore, searches, queries, and analyses conducted solely in
these resources are not “data mining” for purposes of the Act’s reporting requirement. Two aspects of the Act’s
definition of “data mining” are worth emphasizing. First, the definition is limited to pattern-based electronic searches,
queries, or analyses. Activities that use only PII or other terms specific to individuals (e.g., a license plate number) as
search terms are excluded from the definition. Second, the definition is limited to searches, queries, or analyses that are
conducted for the purpose of identifying predictive patterns or anomalies that are indicative of terrorist or criminal
activity by an individual or individuals. Research in electronic databases that produces only a summary of historical
trends, therefore, is not “data mining” under the Act.

11
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III.  Data Mining Use and the DHS Privacy Compliance Process

The DHS Privacy Office implements the Chief Privacy Officer’s authorities through privacy
compliance policies and procedures, which are based on a set of eight Fair Information Practice
Principles (FIPPs) rooted in the tenets of the Privacy Act of 1974. The FIPPs serve as DHS’s core
privacy framework. They are memorialized in the Privacy Policy Guidance Memorandum 2017-
01/Privacy Policy Directive 140-06, The Fair Information Practice Principles: Framework for
Privacy Policy at the U.S. Department of Homeland Security (December 29, 2008)!? and in
Department-wide directives including Directive 047-01, Privacy Policy and Compliance.'? The
FIPPs govern the appropriate collection, maintenance, use, and dissemination of Personally
Identifiable Information (PII) at the Department in fulfilment of the Department’s mission to
preserve, protect, and secure the homeland. The DHS Privacy Office applies the FIPPs to the DHS
activities that involve data mining.

DHS uses three mechanisms to assess and enforce privacy compliance for DHS activities that
involve data mining: (1) the Privacy Threshold Analysis (PTA);'* (2) the Privacy Impact
Assessment (PIA);!® and (3) the System of Records Notice (SORN). ' Each of these documents has
a distinct function in the DHS privacy compliance framework. Together, they promote transparency
and demonstrate accountability.

To fulfill the requirements under the Act, the DHS Privacy Office identifies DHS programs that
engage in data mining through its routine compliance oversight activities as well as targeted activity
questionnaires focusing on data mining attributes. Additionally, the DHS Privacy Office reviews all
of the Department’s IT budget submissions to the Office of Management and Budget (OMB) to
gain knowledge of programs or systems that use PII and to determine whether they address privacy
appropriately.!” The DHS Privacy Office also evaluates PTA submissions to review all information

12 Privacy Policy Directive 140-06 and Privacy Policy Guidance Memorandum 2017-01, available at:
http://www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide 2008-01.pdf and
https://www.dhs.gov/sites/default/files/publications/PPGM%202017-01%20Signed_0.pdf.

13 Directive 047-01 and its accompanying Instruction available at:
https://www.dhs.gov/sites/default/files/publications/privacy-policy-compliance-directive-047-01_0.pdf and
https://www.dhs.gov/sites/default/files/publications/privacy-policy-compliance-instruction-047-01-001_0.pdf
respectively.

14 The DHS privacy compliance process begins with a PTA, a required document by DHS policy that serves as the
official determination by the DHS Privacy Office as to whether a Department program or system has privacy effects,
and if additional privacy compliance documentation is required, such as a PIA and/or SORN. Additional information
concerning PTAs is available at: https://www.dhs.gov/privacy.

15 The E-Government Act of 2002 requires federal agencies to publish PIAs when there are new electronic collections
of, or new technologies applied to, PII. 44 U.S.C. § 3501 note. See also OMB Memorandum M-03-22, “OMB Guidance
for Implementing the Privacy Provisions of the E-Government Act.” As a matter of policy, DHS extends this
requirement to all programs, systems, and activities that involve PII or are otherwise privacy-sensitive, pursuant to the
Chief Privacy Officer’s authority under 6 U.S.C. § 142.

16 The Privacy Act requires federal agencies to publish SORNS for any group of records under agency control from
which information is retrieved by the name of an individual or by an identifying number, symbol, or other identifier
assigned to the individual. 5 U.S.C. §§ 552a(a)(5), (e)(4).

17 The DHS Privacy Office reviews all major DHS IT programs on an annual basis, prior to submission to OMB for
inclusion in the President’s annual budget. See Office of Mgmt. & Budget, Executive Office of the President, OMB
Circular No. A-11, Preparation, Submission, and

12


http://www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf
https://www.dhs.gov/sites/default/files/publications/PPGM%202017-01%20Signed_0.pdf
https://www.dhs.gov/sites/default/files/publications/privacy-policy-compliance-directive-047-01_0.pdf
https://www.dhs.gov/sites/default/files/publications/privacy-policy-compliance-instruction-047-01-001_0.pdf
https://www.dhs.gov/privacy

Home.].and 2019 Data Mining Report
ecurity

Ve

technology systems that are going through the security authorization process required by the
Federal Information Security Modernization Act of 2014 (FISMA)'® to determine whether they
maintain PII. Furthermore, its PTA/PIA process provides the DHS Privacy Office additional insight
into technologies used or intended to be used by DHS. Collectively, these oversight activities
provide the DHS Privacy Office multiple opportunities to identify proposed data mining activities
and then engage program managers in discussions about potential privacy issues.

The DHS Privacy Office has worked closely with the relevant DHS Components to ensure that
privacy compliance documentation required for each program described in this report is current. All
the programs identified herein have either issued new PIAs or are in the process of updating current
PIAs; all programs are also covered by DHS SORN:S.

Execution of the Budget, available at: https://www.whitehouse.gov/wp-content/uploads/2018/06/a11.pdf.
18 Title 44, U.S.C., Chapter 35, Subchapter II (Information Security).

13
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IV.  Reporting

In the 2018 DHS Data Mining Report,'® the DHS Privacy Office discussed the following
Departmental programs that engaged in data mining, as defined by the Act:

e The Automated Targeting System (ATS), which is administered by U.S. Customs and
Border Protection (CBP) and includes modules for inbound (ATS Import Cargo) and
outbound (ATS-AT) cargo, land border crossings (ATS-L), and passengers (ATS-P);

e The Analytical Framework for Intelligence (AFI), which is administered by CBP;

e The FALCON Data Analysis and Research for Trade Transparency System (DARTTYS),
which is administered by U.S. Immigration and Customs Enforcement (ICE);

e The FALCON-Roadrunner system, which is administered by ICE;
e The DHS Data Framework, which is a DHS-wide initiative;
e The SOCRATES Pilot Program, which is administered by CBP; and

e The Fraud Detection and National Security — Data System (FDNS-DS)/ATLAS,
which is administered by the U.S. Citizenship and Immigration Services
(USCIS)/Fraud Detection and National Security Directorate (FDNS).

This section of the 2019 report presents complete descriptions of these programs together with
updates on modifications, additions, and other developments that have occurred in the current
reporting year. In addition, the DHS Privacy Office identified two additional Departmental
programs that engage in data mining, as defined by the Act:

e The Global Command and Control System — Joint (GCCS-J), which is administered by the
United States Coast Guard (USCG); and

e The Unclassified Common Operating Picture (UCOP) administered by the USCG.

DHS also provides three annexes to this report, which include Law Enforcement Sensitive
Information, to Congress as required by the Act.

A. Automated Targeting System (ATS)

CBP operates the ATS decision support tool that compares traveler, cargo, and conveyance
information against law enforcement, intelligence, and other enforcement data. ATS runs risk-based
rules, predictive analytics, and queries to identify patterns indicative of terrorist or criminal activity.
Certain targeting activities are derived from derogatory information about known or suspected
terrorists (KST). During the 2017 reporting period and in furtherance of the program, CBP
published an ATS PIA?° update to notify the public of additional populations that ATS will vet. The

192018 DHS Data Mining Report, available at https://www.dhs.gov/sites/default/files/publications/2018-

dataminingreport.pdf.
20 See DHS/CBP/PIA-006(e) Automated Targeting System (January 2017) and previous updates, available at:

14
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expanded populations include: Secure Flight Passenger Data,?' Trusted Travelers and Trusted
Workers, immigration benefit applicants and petitioners, international aviation crew members, and
CBP employees and applicants. During the 2019 reporting period, CBP made no modifications or
updates to the vetting of these populations.

1) Non-Immigrant and Immigrant Visa Applications

As described in the 2012 ATS PIA?, subsequent PIA updates, and reported in the previous DHS
Data Mining Reports,?> ATS-P (under the new User Interface of Unified Passenger) is used to vet
non-immigrant visa applications for the U.S. Department of State (DoS). In January 2013, CBP and
DoS began pre-adjudication investigative screening and vetting for non-immigrant visas. In Fiscal
Year (FY) 2017, DoS began sending immigrant visa applications for vetting to CBP using the same
process as non-immigrants. DoS sends online visa application data to ATS for pre-adjudication
vetting. ATS vets the visa application and provides a response to the DoS’s Consular Consolidated
Database (CCD)?* indicating whether DHS has identified derogatory information about the
individual based on risk-based rules. Applications of individuals for whom derogatory information
is identified are vetted in two ways. The applications are either vetted directly in ATS, if a
disposition can be determined without further research; or additional processing occurs in the ICE
Visa Security Program Tracking System (VSPTS-Net)?° case management system, after which
updated information (including relevant case notes) regarding eligibility is provided to both CBP
and CCD. The Enhanced Border Security and Visa Entry Reform Act of 2002 (EBSVERA)
authorizes the use of ATS-P for screening non-immigrant and immigrant visas.?

2)  Overstay Vetting

The goal of the Overstay Vetting effort is to allow ICE to deploy its investigative resources more
efficiently to locate high-risk overstays and initiate criminal investigations or removal proceedings
against those overstay individuals. The Overstay Hotlist (leveraged by the Overstay Vetting
employees) is a list of overstay leads derived from data obtained through ATS and is used to
develop investigative priorities based on associated risk patterns linked to national security and
public safety factors. This prioritized list of overstay leads is then passed on to ICE’s LeadTrac?’

https://www.dhs.gov/privacy.

2l Pursuant to 49 CFR § 1560.3 Secure Flight Passenger Data or (SFPD) means information regarding a passenger or
non-traveling individual that a covered aircraft operator or covered airport operator transmits to TSA, to the extent
available, pursuant to § 1560.101. SFPD is the following information regarding a passenger or non-traveling individual:
(1) Full name, (2) Date of birth, (3) Gender, (4) Redress number or Known Traveler Number (once implemented), (5)
Passport information, (6) Reservation control number, (7) Record sequence number, (8) Record type, (9) Passenger
update indicator, (10) Traveler reference number, and (11) Itinerary information.

22 See DHS/CBP/PIA-006(e) Automated Targeting System (January 2017) and previous updates, available at
https://www.dhs.gov/privacy.

2 Originally published in the 2013 DHS Data Mining Report, available at:
https://www.dhs.gov/sites/default/files/publications/dhs-privacy-2013-dhs-data-mining-report.pdf.

24 See the CCD PIA, available at: https://foia.state.gov/_docs/pia/consularconsolidateddatabase ced.pdf.

25 See DHS/ICE/PIA-011 Visa Security Program Tracking System (VSPTS-Net), available at:
https://www.dhs.gov/privacy.

26 Pub. L. No. 107-173, codified as amended in 8 U.S.C. §§ 1701 — 1778 (2018).

%7 LeadTrac is an immigration status violator database that the Homeland Security Investigations (HSI)
Counterterrorism and Criminal Exploitation Unit at ICE uses to identify and track nonimmigrant visitors to the United
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system for further investigation and possible enforcement action.

In addition to prioritizing overstay leads, ATS is also used to vet overstay candidates received from
DHS/CBP’s Arrival and Departure Information System (ADIS),?® in an effort to identify potential
information related to visa overstay candidates derived from supporting data available from other
source systems, including ATS, i.e., border crossing information (derived from DHS/CBP’s Border
Crossing Information (BCI) system),?’ Form 1-94 Notice of Arrival/Departure records (derived
from DHS/CBP’s Nonimmigrant Information System (NIIS)),%° and data from the DHS/ICE
Student Exchange Visitor Information System (SEVIS).?!

The legal authorities for the One DHS Overstay Vetting Pilot include: the lllegal Immigration
Reform and Immigrant Responsibility Act of 1996, Public Law 104-208; the Immigration and
Naturalization Service Data Management Improvement Act of 2000, Public Law 106-215; the Visa
Waiver Permanent Program Act of 2000, Public Law 106-396; the Uniting and Strengthening
America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act (USA
PATRIOT Act) of 2001, Public Law 107-56; EBSVERA; and the Implementing Recommendations
of the 9/11 Commission Act of 2007, Public Law 110-53.32

3) Trusted Traveler and Trusted Worker Vetting

The vetting process for CBP’s Trusted Traveler Programs and Trusted Worker populations has
evolved from CBP’s legacy Vetting Center Module (VCM) to the ATS vetting process. Previously,
CBP’s VCM performed a series of system queries to gather data on Trusted Traveler, Trusted
Worker, and Registered Traveler Program applicants. CBP Officers analyzed and assessed this data
to be utilized during the enrollment interview. The ATS Trusted Traveler Vetting Program and
Trusted Worker Program are modernized versions of VCM.

In October 2016, all targeting for new and updated Trusted Traveler applications were fully
transitioned to the ATS platform, as part of the TECS Modernization effort to interface with
modernized Department of Justice’s (DOJ) National Crime Information Center (NCIC) and
National Law Enforcement Telecommunications System (NLETS) queries.** ATS provides

States who overstay their period of admission or otherwise violate the terms of admission. The identities of potential
violators are then sent to ICE field offices for appropriate enforcement action. LeadTrac is covered by the DHS/ICE-
015 LeadTrac SORN, (August 9, 2016) 81 Fed. Reg. 52700, See DHS/ICE/PIA-044 LeadTrac System available at:
http://www.dhs.gov/privacy.

28 See DHS/CBP/PIA-024 Arrival and Departure Information System, DHS/CBP-021 Arrival and Departure
Information System (ADIS), (November 18, 2015) 80 Fed. Reg. 7208, DHS/CBP/PIA-006(e) Automated Targeting
System (January 2017) and previous updates and DHS/ALL/PIA-041 One DHS Overstay Vetting Pilot available at:
http://www.dhs.gov/privacy.

29 DHS/CBP-007 Border Crossing Information (BCI) SORN, 81 Fed. Reg. 89957 (December 13, 2016).

30 DHS/CBP-016 Nonimmigrant Information System, 80 Fed. Reg. 13398 (March 13, 2015).

31 See DHS/ICE/PIA-001 Student and Exchange Visitor Program (SEVP) available at: http://www.dhs.gov/privacy and
DHS/ICE-001 Student and Exchange Visitor Information System, (January 5, 2010) 75 Fed. Reg. 412.

32 A complete list of authorities is included in the PIA for the Overstay Vetting Pilot, available at:
https://www.dhs.gov/privacy.

33 TECS maintains information from the Federal Bureau of Investigation (FBI) Terrorist Screening Center’s (TSC)
Terrorist Screening Data Base (TSDB) and provides access to DOJ’s NCIC, which contains information about
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improved vetting algorithms, which are designed to assist in identifying more refined matches to
derogatory records. The results of the vetting analysis provide a consolidated view of the
applicant’s information, derogatory matches, as well as other system checks. In November 2015,
the ATS Trusted Traveler Vetting capabilities included a new grouping of Trusted Traveler
applications that are marked as candidates for Auto-Conditional approval if certain conditions are
met in the automated risk assessment process. This capability was evaluated during a Pilot and
based on careful review of the applications that were marked for Auto-Conditional approval, CBP’s
Office of Field Operations authorized turning this capability on in March 2016. In FY 2017, CBP
enabled a recurrent vetting process beyond the initial submission for trusted travelers through the
ATS platform. Additionally, since FY 2017, CBP enabled Ports of Entry to use the ATS platform to
vet Trusted Worker applicants.

The legal authorities for the ATS Trusted Traveler Vetting include: Section 7208 of the Intelligence
Reform and Terrorism Prevention Act of 2004 (IRTPA), as amended, 8 U.S.C. § 1365b; Section 215
of the Immigration and Nationality Act, as amended, 8§ U.S.C. § 1185; Section 402 of the Homeland
Security Act of 2002, as amended, 6 U.S.C. § 202; Section 404 of the EBSVERA, 8 U.S.C. § 1753;
and Section 433 of the Tariff Act of 1930, as amended, /19 U.S.C. § 1433, 8 C.F.R. Parts 103 and
235.

4) Special ATS Programs
a.) ATS Enhancements to Watchkeeper System

Watchkeeper is the United States Coast Guard’s (USCG) information sharing and management
system software for Interagency Operations Centers (I0OC). The USCG established Watchkeeper to
improve multi-agency maritime security operations and enhance cooperation amongst partner
agencies at the nation’s 35 most critical ports. Watchkeeper coordinates and organizes port security
information to improve tactical decision-making, situational awareness, operations monitoring,
rules-based processing, and joint planning in a coordinated interagency environment. Additionally,
Watchkeeper provides a shared operational picture, shared mission tasking, and shared response
information sets to all users within an IOC, including partner federal agencies and local port
partners.

The USCG enhanced Watchkeeper by integrating the ATS Import Cargo and ATS-P modules,
discussed below, as tools to conduct pre-arrival screening and vetting of vessel cargo, crew, and
passengers. The ATS-enhanced Watchkeeper provides near real-time data for Captains of the Port
(COTP) to better evaluate threats and deploy resources through the active collection of incoming
vessel information. With a more detailed picture of the risk profile that a vessel presents, COTPs
can make appropriate, informed decisions well ahead of the vessel’s arrival in port. USCG’s legal
authorities for the ATS-Enhanced Watchkeeper system include the Security and Accountability for
Every Port (SAFE Port) Act of 2006, 46 U.S.C. § 701074, 5 U.S.C. § 301; 14 U.S.C. § 632; 33
US.C. §§ 1223, 1226; 46 U.S.C. §§ 3717, 12501, Section 102 of the Maritime Transportation
Security Act of 2002, Pub. L. No. 108-274, Section 102(c) of the Homeland Security Act, 14 U.S.C.

individuals with outstanding wants and warrants, and to Nlets, a clearinghouse for state wants and warrants as well as
information from state Departments of Motor Vehicles (DMV).
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§ 2, 33 C.F.R. part 160, and 36 C.F.R. chapter XII. The DHS Privacy Office and USCG published
a PIA for Watchkeeper on January 4, 201334

b.) General ATS Program Description

CBP owns and manages ATS, an intranet-based enforcement and decision support tool that is the
cornerstone for all CBP targeting efforts.’> ATS compares traveler, cargo, and conveyance
information against intelligence and other enforcement data by incorporating risk-based targeting
rules and assessments. CBP uses ATS to improve the collection, use, analysis, and dissemination of
information that is gathered for the primary purpose of targeting, identifying, and preventing
potential terrorists and terrorist weapons from entering the United States. CBP also uses ATS to
identify other potential violations of U.S. laws that CBP enforces at the border under its authorities.
ATS allows CBP officers charged with enforcing U.S. law and preventing terrorism and other
crimes to focus their efforts on the travelers, conveyances, and cargo shipments that most warrant
greater scrutiny. ATS standardizes names, addresses, conveyance names, and similar data, so these
data elements can be more easily associated with other business data and personal information to
form a more complete picture of a traveler, import, or export in context with previous behavior of
the parties involved. Traveler, conveyance, and shipment data are processed through ATS and are
subject to a real-time, rules-based evaluation.

ATS consists of five modules that focus on exports,*® imports, passengers and crew (airline
passengers and crew on international flights, and passengers and crew on international sea carriers),
private vehicles and travelers crossing at land borders, and a workspace to support the creation and
retention of analytical reports. This report discusses these modules: ATS Import Cargo and ATS-
AT (both of which involve the analysis of cargo), ATS-L (which involves analysis of information
about vehicles and their passengers crossing the land border), ATS-P (which involves analysis of
information about certain travelers), and the ATS Targeting Framework (ATS-TF) (a platform for
temporary and permanent storage of data).

The U.S. Customs Service, a legacy organization of CBP, traditionally employed computerized
tools to target potentially high-risk cargo entering, exiting, and transiting the United States, or
persons who may be importing or exporting merchandise in violation of United States law. ATS
was originally designed as a rules-based program to identify such cargo and did not apply to
travelers. ATS Import Cargo and ATS-AT?>” became operational in 1997. ATS-P (the new User

34 See DHS/USCG/PIA-020 Interagency Operations Center (I0C) Watchkeeper, available at:
https://www.dhs.gov/privacy.

35 See DHS/CBP/PIA-006(e) Automated Targeting System (January 2017) and previous updates available at
https://www.dhs.gov/privacy.

36 See DHS/CBP/PIA-020 Export Information System (EIS), available at https://www.dhs.gov/privacy. At the time of
this report, CBP maintains the export targeting functionality in ATS. In January 2014, the Automated Export System
(AES) was re-engineered onto the ATS IT platform and is covered by the Export Information System (EIS) privacy
compliance documentation. CBP has made no changes to the way it targets exports; however, access to this targeting
functionality now occurs by logging in through AES. The location of the login to the export targeting functionality in
AES is intended to improve efficiency related to user access to export data and its associated targeting rules and results.
37 Functionality of ATS-AT was modernized when the AES system was re-engineered and deployed by CBP.

18


https://www.dhs.gov/privacy-impact-assessments
https://www.dhs.gov/privacy-impact-assessments
http://www.dhs.gov/privacy-impact-assessments

R’

c?’@ Home.la]fld 2019 Data Mining Report
%7- Security

LAND S

o
&5
@

Interface is now referred to as Unified Passenger, or UPAX)® became operational in 1999 and is
now even more critical to CBP’s mission. ATS-P allows CBP officers to determine whether a
variety of potential risk indicators exist for travelers that may warrant additional scrutiny. ATS-P
maintains Passenger Name Record (PNR) data, which is data provided to airlines and travel agents
by or on behalf of air passengers seeking to book travel. CBP began receiving PNR data voluntarily
from certain air carriers in 1997. Currently, CBP collects this information to the extent it is
collected by carriers in connection with a flight into or out of the United States, as part of CBP’s
border enforcement mission and pursuant to the Aviation and Transportation Security Act of 2001
(ATSA).*

ATS ingests various data in real-time from the following DHS and CBP systems: Automated
Commercial System (ACS), Advance Passenger Information System (APIS), Automated
Commercial Environment (ACE), Electronic System for Travel Authorization (ESTA), Electronic
Visa Update System (EVUS),*° Global Enrollment System (GES), the Nonimmigrant Information
System (NIIS), BCI, Seized Asset and Case Tracking System (SEACATS), ICE’s SEVIS and
Enforcement Integrated Database (EID), and TECS.*! TECS maintains information from the
Federal Bureau of Investigation (FBI) Terrorist Screening Center’s (TSC)*? Terrorist Screening
Database (TSDB) and provides access to DOJ’s NCIC, which contains information about
individuals with outstanding wants and warrants, and to NLETS, a clearinghouse for state wants
and warrants as well as information from state Departments of Motor Vehicles (DMV). ATS
collects PNR data directly from air carriers. ATS also collects data from certain airlines, air cargo
consolidators (freight forwarders), and express consignment services in ATS Import Cargo. ATS
accesses data from these sources, which collectively include: electronically filed bills of lading (i.e.,
forms provided by carriers to confirm the receipt and transportation of on-boarded cargo to U.S.

38 UPAX is an updated user interface that replaced the older functionality of ATS-P.

3949 U.S.C. § 44909. The regulations implementing the PNR provisions of ATSA are codified at 19 C.F.R. § 122.49d.
40 In October 2016, as described in the 2016 data mining report, CBP began vetting Electronic Visa Update System
(EVUS) applications in ATS, in support of the launch of the public facing EVUS application. EVUS is the online
system used by nationals of China holding a 10-year B1/B2, B1 or B2 (visitor) visa periodically to update basic
biographic information to facilitate their travel to the United States. In addition to a valid visa, such travelers will be
required to complete an EVUS enrollment. DHS and DoS established EVUS under the authority granted in the
Immigration and Nationality Act (INA). Section 221(a)(1)(B) of the INA authorizes the State Department to issue
nonimmigrant visas to foreign nationals. Section 221(c) of the INA provides that “[a] nonimmigrant visa shall be valid
for such periods as shall be by regulations prescribed,” and section 221(i) of the INA authorizes the Secretary of State to
revoke visas at any time, in his or her discretion. Section 214(a)(1) of the INA specifically authorizes DHS to create
conditions for an alien’s admission, and Section 215(a)(1) of the INA provides that aliens’ entry into the United States
may be limited and conditioned by DHS. Section 103 of the INA and 8 CFR 2.1 authorize the Secretary of Homeland
Security to administer and enforce the INA and other laws relating to the immigration and naturalization of aliens, and
to establish such regulations as he deems necessary for carrying out his authority. CBP has no modifications or updates
to EVUS in the FY 2017 reporting period.

41 P1As for these programs are available at https://www.dhs.gov/privacy.

42 The TSC is an entity established by the Attorney General in coordination with the Secretary of State, the Secretary of
Homeland Security, the Director of the Central Intelligence Agency, the Secretary of the Treasury, and the Secretary of
Defense. The Attorney General established the TSC pursuant to Homeland Security Presidential Directive 6, available
at:_https://'www.gpo.gov/fdsys/pkg/PPP-2003-book2/pdf/PPP-2003-book2-doc-pgl174.pdf, to consolidate the Federal
Government’s approach to terrorism screening and provide for the appropriate and lawful use of terrorist information in
screening and law enforcement processes. The TSC maintains the Federal Government’s consolidated terrorist watch
list, known as the TSDB.
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ports), entries, and entry summaries for cargo imports; Electronic Export Information (EEI)
(formerly referred to as Shippers’ Export Declarations) submitted to the Automated Export System
(AES) and transportation bookings and bills for cargo exports; manifests for arriving and departing
passengers; land border crossing and referral records for vehicles crossing the border; airline
reservation data; non-immigrant entry records; records from secondary referrals, incident logs, and
suspect and violator indices; seizures; and information from the TSDB and other government
databases regarding individuals with outstanding wants and warrants and other high-risk entities.

In addition to providing a risk-based assessment system, ATS provides a graphical user interface for
many of the underlying legacy systems from which ATS pulls information. This interface improves
the user experience by providing the same functionality in a more rigidly controlled access
environment than the source system. Access to this functionality of ATS is restricted by existing
technical security and privacy safeguards associated with the source systems.

Many rules are included in the ATS modules, so CBP Officers can analyze sophisticated concepts
of business activity, which in turn can help identify potentially suspicious behavior. The ATS rules
are constantly evolving to meet new threats and be more effective. When evaluating risk, ATS is
designed to apply the same methodology to all individuals to preclude any possibility of disparate
treatment of individuals or groups.

1) ATS Import Cargo and Automated Export System (AES) Modules

1. Program Description

ATS Import Cargo assists CBP officers in identifying and selecting for additional inspection
inbound cargo shipments that pose a risk of containing goods that may violate U.S. law. ATS
Import Cargo is available to CBP officers at all ports of entry (i.e., air, land, sea, and rail) and
assists CBP personnel in the Container Security Initiative and Secure Freight Initiative with
decision-making processes.

The functionality of ATS-AT was modernized in 2014 when the Export Cargo Targeting system
was re-engineered and deployed by CBP. Rebranded as the Automated Export System (AES), the
system aids CBP officers in identifying export shipments that pose a high risk of containing goods
that violate U.S. law. This targeting functionality in AES sorts EEI data, compares it to a set of
rules, and evaluates it in a comprehensive fashion. This information assists CBP officers in
targeting or identifying exports that pose potential aviation safety and security risks (e.g., hazardous
materials) or may be otherwise exported in violation of U.S. law.

ATS Import Cargo and AES examine data related to cargo in real time and engage in data mining to
provide decision support analysis for the targeting of cargo for possible violations of U.S. law. The
cargo analysis provided by these platforms is intended to add automated anomaly detection to
CBP’s existing targeting capabilities, and to enhance screening of cargo prior to its arrival into or
departure from the United States.
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2. Technology and Methodology

ATS Import Cargo and AES do not collect information directly from individuals. The data used in
the development, testing, and operation of ATS Import Cargo and AES screening technology is
taken from bills of lading and shipping manifest data provided to CBP by entities engaged in
international trade as part of the existing cargo screening process. The results of queries, searches,
and analyses conducted in the ATS Import Cargo and AES are used to identify goods that may need
additional scrutiny for national security purposes and to ensure compliance with U.S. law. No
decisions about individuals are made solely based on these automated results.

The Security and Accountability For Every (SAFE) Port Act requires CBP to consider the use of
advanced algorithms in support of its mission.** To that end, as discussed in previous DHS Data
Mining Reports, CBP established an Advanced Targeting Initiative (ATI), which employs the
development of data mining, machine learning,* and other analytic techniques to enhance ATS
Import Cargo and AES. This initiative strives to improve law enforcement capabilities with
predictive models and establish performance evaluation measures to assess the effectiveness of ATS
screening for inbound and outbound cargo shipments across multimodal conveyances.

Current efforts seek to augment existing predictive models by expanding the use of feedback from
certain identified data. CBP officers and agents use these models to assist them in identifying
pattern elements in data collected from the trade and traveling public and use this information to
make determinations regarding whether additional scrutiny is needed. Additionally, CBP continues
to develop and test machine learning models or rules to target specific threats. These system
enhancements principally incorporate programming enhancements to automate successful user
(manual) practices for broader use and dissemination by ATS users nationally. System
enhancements are an attempt to share, broadly and more quickly, best practices to enhance targeting
efforts across the CBP mission.

ATl is part of ATS’s maintenance and operation of the ATS Import Cargo and AES. The design and
tool-selection processes for data mining, pattern recognition, and machine learning techniques
under development in ATI are being evaluated through user acceptance testing by the National
Targeting Center-Cargo Division (NTC-CD). The NTC-CD and the CBP Office of Intelligence
further support the performance of research on entities and individuals of interest, data queries, and
various analysis techniques in support of law enforcement and intelligence operations. Upon
successful testing, the programming enhancements are included in maintenance and design updates
to system operations and deployed at the national level to provide a more uniform enhancement to
CBP operations. This practice will continue to be incorporated into future maintenance protocols for
ATS.

3. Data Sources

Since, ATS Import Cargo and AES do not collect information directly from individuals, the

$6U.S.C. § 943(e)(2).

44 Machine learning is concerned with the design and development of algorithms and techniques that allow computers to
“learn.” The major focus of machine learning research is to extract information from data automatically, using
computational and statistical methods. This extracted information may then be generalized into rules and patterns.
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information is either submitted by private entities or persons and initially collected in DHS/CBP
source systems (e.g., ACE). This data collection is in accordance with U.S. legal requirements (e.g.,
sea, rail, and air manifests); created by ATS as part of its risk assessments and associated rules; or
received from a foreign government pursuant to a Memorandum of Understanding and
Interconnection Security Agreement.

ATS Import Cargo and AES use data from source systems to gather information about importers
and exporters, cargo, and conveyances used to facilitate the importation of cargo into and the
exportation of cargo out of the United States. This information includes PII concerning individuals
associated with imported and exported cargo (e.g., brokers, carriers, shippers, buyers, consignees,
sellers, exporters, freight forwarders, and crew). ATS Import Cargo receives data pertaining to
entries and manifests from ACS and ACE, and processes it against a variety of rules to make a
rapid, automated assessment of the risk of each import.*> ATS-AT uses EEI data that exporters file
electronically with AES, export manifest data from AES, and export airway bills of lading to assist
in formulating risk assessments for cargo bound for destinations outside the United States.

CBP uses commercial off-the-shelf (COTS) software tools to present various information as another
method to detect cargo that may need additional scrutiny. CBP also uses custom-designed software
to resolve ambiguities related to inbound and outbound cargo.

4. Efficacy

Based on the results of testing and operations in the field, ATS Import Cargo and AES have proven
to be effective means of identifying suspicious cargo that requires further investigation by CBP
officers. The results of ATS Import Cargo and AES analyses identifying cargo as suspicious have
been regularly corroborated by physical searches of the identified cargo.

In the past year, CBP officers working at the NTC have used ATS-Import Cargo to identify,
through risk-based rule sets, cargo shipments and commodities that were referred for further
examination. For example, on April 9, 2019, CBP seized 12 kilograms of opium based on an NTC-
CD referral. NTC-CD identified the shipment from Turkey transiting the United States to Canada as
a match to a user defined rule (UDR) and high risk for narcotic smuggling.

Additionally, on July 19, 2019, a CBP port of entry seized electronic components based upon a
referral from NTC-CD due to a match to an outbound counterproliferation user defined rule (UDR)
within AES.

5. Laws and Regulations

There are numerous customs and related authorities authorizing the collection of data regarding the
import and export of cargo as well as the entry and exit of conveyances.*® AES and ATS Import
Cargo also support functions mandated by Title VII, Counter-terrorism and Drug Law Enforcement,
of Public Law 104-208 (Omnibus Consolidated Appropriations Act, 1997), which provides funding

45 ATS-N collects information from source systems regarding individuals in connection with for example, bills of
lading.
46 See, e.g., 19 U.S.C. §§ 482, 1431, 1433, 1461, 1496, 1499, 1581-1583; 22 U.S.C § 401; and 46 U.S.C. § 46501.
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for counterterrorism and drug law enforcement. AES also supports functions arising from the Anti-
Terrorism Act of 19877 and the 1996 Clinger-Cohen Act.*® The risk assessments for cargo are also
mandated under Section 912 of the SAFE Port Act.*

i1) ATS-Passenger (ATS-P)
1. Program Description

ATS-P is a custom-designed system used at U.S. ports of entry, particularly those receiving
international flights (both commercial and private) and voyages, and at the CBP NTC to evaluate
passengers and crew members prior to their arrival to or departure from the United States. Unified
Passenger (UPAX) is a technology refresh of ATS-P and was deployed as an update to the ATS-P
functional interface. ATS-P facilitates the CBP officer’s decision-making process about whether a
person should receive additional inspection prior to entry into, or departure from, the United States
because that person may pose a greater risk for terrorism and related crimes or other crimes. ATS-P
is a fully operational application that utilizes CBP’s System Engineering Life Cycle methodology>°
and is subject to recurring systems maintenance.

2. Technology and Methodology

UPAX is an updated user interface that replaces the older functionality of the ATS-P interface to
process traveler information, as well as visa, ESTA, EVUS, and GES information against other
information available through ATS. It applies risk-based rules based on CBP officer expertise,
analysis of trends of suspicious activity, and raw intelligence from DHS and other government
agencies to assist CBP officers in identifying individuals who require additional inspection or in
determining whether individuals should be allowed or denied entry into the United States. The
updates to ATS that comprise UPAX involve a cleaner visual presentation of relevant information
used in the vetting and inspection process. This presentation involves providing direct access to
cross-referenced files and information from partner agency databases using hypertext links and
single sign-on protocols. The links and sign-on protocols employ the underlying sharing agreements
that support the same information query capability within the former ATS-P to permit a more
seamless integration, allowing relevant data to be consolidated or accessed from the primary screen
used to vet the targeting results pertaining to the traveler or the applicant.

ATS-P continues to rely on the risk-based rules that are derived from discrete data elements,
including criteria that pertain to specific operational or tactical objectives or local enforcement
efforts. Unlike in the cargo environment, ATS-P does not use a score to determine an individual’s
risk level; instead, ATS-P compares information available through ATS against watch lists, criminal

4722 U.S.C. §§ 5201 et seq.

440 U.S.C. §§ 1401 et seq.

¥6U.S.C. §912(b).

50 CBP’s Office of Information & Technology’s System Engineering Life Cycle (SELC) is a policy that lays out the
documentation requirements for all CBP information technology projects, pilots, and prototypes. All projects and
system changes must have disciplined engineering techniques, such as defined requirements, adequate documentation,
quality assurance, and senior management approvals, before moving to the next stage of the life cycle. The SELC has
seven stages: initiation and authorization, project definition, system design, construction, acceptance and readiness,
operations, and retirement.
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records, warrants, and patterns of suspicious activity identified through past investigations. The
results of these comparisons are either assessments of the risk-based rules or that a traveler or
applicant has matched or matches against watch lists, criminal records, or warrants. The rules are
run against continuously updated incoming information about travelers or applicants (e.g.,
information in passenger and crew manifests) from the data sources listed below. While the rules
are initially created based on information derived from past law enforcement and intelligence
databases, data mining queries of data available through ATS and its source databases may
subsequently be used by analysts to refine or further focus those rules to improve the effectiveness
of their application.

The results of queries in ATS-P are designed to signal CBP officers that further inspection of a
person may be warranted, even though an individual may not have been previously associated with
a law enforcement action or otherwise noted as a person of concern to law enforcement. The risk
assessment analysis is generally performed in advance of a traveler’s arrival in or departure from
the United States and becomes another tool available to CBP officers in identifying illegal activity
or possible admissibility issues. In lieu of more extensive manual reviews of traveler information
and intensive interviews with every traveler arriving in or departing from the United States, ATS-P
allows CBP personnel to focus their efforts on potentially high-risk passengers. CBP uses ATS-P
for decision support and does not make decisions about individuals solely based on the automated
results of the data mining of information available through ATS-P. Rather, the CBP officer uses the
information in ATS-P to assist in determining whether an individual should undergo additional
inspection.

3. Data Sources

ATS-P uses information available in ATS to assist in the development of the risk-based rules
discussed above.

4. Efficacy

ATS-P provides information to its users in near real-time. The flexibility of ATS-P’s design and
cross-referencing of databases permits CBP personnel to employ information collected through
multiple systems within a secure information technology system to detect individuals requiring
additional scrutiny. The automated nature of ATS-P greatly increases the efficiency and
effectiveness of the officers’ otherwise manual and labor-intensive work checking separate
databases, thereby facilitating the more efficient movement of travelers while safeguarding the
border and the security of the United States. CBP officers use the information generated by ATS-P
to aid their decision-making about the risk associated with individuals. As discussed below, ATS
includes real-time updates of information from source systems to ensure that CBP officers are
acting upon accurate information.

In the past year, ATS-P has identified, through lookouts and/or risk-based rule sets, individuals who
were confirmed matches to the TSDB and caused action to be taken to subject them to further
inspection or, in some cases, made recommendations to carriers not to board such persons. ATS-P
matches have also enabled CBP officers and foreign law enforcement partners with whom CBP
may share information to disrupt and apprehend persons engaged in trafficking and smuggling
operations. For example, CBP officers working at the NTC using ATS-P identified an individual
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departing the United States, who was wanted by local authorities for sexual assault and endangering
the welfare of a child. Based on the research conducted by the NTC, the subject was referred for an
outbound inspection as he attempted to depart the United States, was subsequently detained and
turned over to the local law enforcement officers. In addition, CBP officers working at the NTC
using ATS-P identified an inbound international traveler as a high-risk for fraud. NTC coordinated
with the airline prior to the traveler boarding a plane departing for the United States. Based on the
information provided by NTC, airline security officers, in coordination with airport police,
determined the traveler was in possession of a fraudulent passport. The traveler was denied
boarding by the airline at the foreign airport. Airport police took custody of the traveler and seized
the altered passport.

5. Laws and Regulations

CBP is responsible for collecting and reviewing information from travelers entering and departing
the United States.’! As part of this inspection and examination process, each traveler seeking to
enter the United States must first establish his or her identity, nationality, and when appropriate,
admissibility to the satisfaction of the CBP officer and then submit to inspection for customs
purposes. The information collected is authorized pursuant to the EBSVERA,>? ATSA, IRTPA, the
Immigration and Nationality Act (INA), and the Tariff Act of 1930, as amended.>* Much of the
information collected in advance of arrival or departure can be found on routine travel documents
that passengers and crew members may be required to present to a CBP officer upon arrival in or
departure from the United States.

i) ATS-Land Module (ATS-L)
1. Program Description

ATS-L provides CBP Officers and Border Patrol Agents, at the land border ports of entry, and at
Border Patrol locations between the ports of entry, with access to real-time databases to assess the
risk posed by vehicles and their occupants, as well as pedestrians, as they cross the border. The
module employs data obtained from CBP license plate readers and traveler documents to compare
information against state DMV databases and datasets available through ATS to assess risk and to
determine if a vehicle or its passengers may warrant further scrutiny. This analysis permits the
officer or agent to prepare for the arrival of the vehicle at initial inspection and to assist in
determining which vehicles might warrant referral for further evaluation. ATS-L’s real-time
assessment capability improves security at the land border while expediting legitimate travelers
through the border crossing process.

2. Technology and Methodology

ATS-L processes vehicle, vehicle occupant, and pedestrian information against other data available
to ATS, and applies rules developed by subject matter experts (officers and agents drawing upon
years of experience reviewing historical trends and current threat assessments) to identify travelers

51 See, e.g., 19 U.S.C. §§ 482, 1431, 1433, 1461, 1496, 1499, 1581-1583; 8 U.S.C. §§ 1221, 1357; 46 U.S.C. § 46501;
and 49 U.S.C. § 44909.

228 U.S.C. § 1721.

5319 U.S.C. §§ 66, 1433, 1454, 1485, and 1624.
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who may need additional scrutiny ATS-L also compares license plate and DMV data to information
in ATS source databases including; watch lists, criminal records, and warrants. The results of these
comparisons assist officers in determining whether additional scrutiny is warranted, and they also
facilitate travel.

The results of positive queries in ATS-L are designed to signal to the CBP officers and agents that
further inspection of a vehicle or its travelers may be warranted, even though a vehicle or individual
may not have been previously associated with a law enforcement action or otherwise noted as a
subject of concern to law enforcement. The risk assessment analysis at the border is intended to
offer another tool to officers and agents and facilitate the development of a recommendation prior to
the person or vehicle’s arrival at the point of initial inspection. In lieu of more extensive manual
reviews of information and intensive interviews with each person arriving in the United States,
ATS-L allows DHS personnel to focus their efforts on potentially high-risk vehicles and persons.
DHS does not make decisions about individuals based solely on the automated information in ATS-
L. Rather, the CBP officer and agent uses the information in ATS-L to assist in determining
whether an individual should undergo additional inspection.

3. Data Sources

ATS-L uses and relies upon information available in ATS to assist in the development of the risk-
based rules discussed above.

4. Efficacy

ATS-L provides information to its users in real time, permitting an officer to assess his or her
response to the crossing vehicle or person prior to initiating the border crossing process. The
automated nature of ATS-L is a significant benefit to officer safety by alerting officers of potential
threats prior to a vehicle’s arrival at the point of inspection. It also greatly increases the efficiency
and effectiveness of the officer’s otherwise manual and labor-intensive work checking individual
databases, thereby facilitating the more efficient movement of vehicles, their occupants, and
pedestrians, while safeguarding the border and the security of the United States. CBP officers and
agents use the information generated by ATS-L to aid their decision-making about risk associated
with vehicles, their occupants, and pedestrians. As discussed above, ATS includes real-time updates
of information from ATS source systems to ensure that CBP Officers and agents are acting upon the
most up to date information. For example, on May 16, 2019, ATS-L provided information to CBP
which resulted in the referral of a vehicle with a Mexican Citizen at a land port of entry. The CBP
inspection identified a non-factory compartment in the rear doors of the vehicle that held 138
plastic-wrapped packages inside containing 70.82 kilograms of methamphetamine and 2.84
kilograms of fentanyl. CBP seized the contraband and arrested the subject who was turned over to
Homeland Security Investigations (HSI) for federal prosecution.

5. Laws and Regulations

CBP is responsible for collecting and reviewing information about vehicles and their occupants
prior to entering the United States.’* As part of this inspection and examination process, all vehicles

5% See, e.g., 19 U.S.C. §§ 482, 1431, 1433, 1461, 1496, 1499, 1581-1583; 8 U.S.C. §§ 1221, 1357, 22 U.S.C. § 401; 46
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and persons seeking to enter the United States must first establish their identity, nationality, and,
when appropriate, admissibility to the satisfaction of the CBP officer and must submit to inspection
for customs purposes. Information collection in ATS-L is pursuant to the authorities for information
collection in ATS-P (i.e., EBSVERA; ATSA; IRTPA; the INA; and the Tariff Act of 1930, as
amended). Much of the information collected in advance of or at the time of arrival can be found on
routine travel documents possessed by persons (which they may be required to present to a CBP
officer upon arrival in the United States), on the vehicle’s license plate, and in official records
pertaining to the registry of the vehicle.

1v) TSA Silent Partner and Quiet Skies Programs
1. Program Description

The Transportation Security Administration (TSA) leverages its access to CBP’s ATS to identify
individuals for enhanced screening during air travel through use of rules based on current
intelligence as part of its Secure Flight vetting process. As described in the TSA Silent Partner and
Quiet Skies PIA*, these programs add another layer of risk-based security by identifying
individuals who may pose an elevated security risk in addition to individuals on other watch lists
maintained by the Federal Government, so that TSA can take appropriate actions to address and
mitigate that risk.

Under Silent Partner, TSA creates rules based on current intelligence for use by ATS to identify
passengers for enhanced screening on their international flights bound for the United States. Once
identified by the rule, those passengers are placed on a Silent Partner List that is retained for the
period of the international in-bound flight. Quiet Skies rules are a subset of the Silent Partner rules
that are aligned to potential aviation security threats within the United States. TSA uses Quiet Skies
rules to create a temporary Quiet Skies List to designate passengers who fall within the Quiet Skies
subset of rules for enhanced screening on some subsequent domestic and outbound international
travel. The Silent Partner List and Quiet Skies List change daily as individuals are added and
deleted.

TSA formulates rules for Silent Partner and Quiet Skies to address unknown and partially identified
threats. The risk-based, intelligence-driven rules are not used to deny boarding but result in a
limited number of individuals being identified for enhanced screening and may result in other
operational response including observation by the TSA Federal Air Marshal Service (FAMS) while
the individual is aboard a flight or in the airport. Individuals matching Silent Partner and Quiet
Skies rules are not considered “known or suspected terrorists” and are not nominated to the
Terrorist Screening Database (TSDB) under Homeland Security Presidential Directive 6 merely for
having travel that falls within a security rule. They may be nominated to the TSDB, however, if
they are involved in a security incident that would support such nomination.

2. Technology and Methodology

The Silent Partner and Quiet Skies programs utilize CBP’s ATS to create lists of aviation

U.S.C. § 46501; and 49 U.S.C. § 44909.
35 See DHS/TSA/PIA-018(i) Secure Flight - Silent Partner and Quiet Skies. available at https://www.dhs.gov/privacy.
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passengers selected for enhanced screening based on risk-based intelligence-driven rules as part of
TSA’s Secure Flight program vetting process. The rules are based on aggregated travel data,
intelligence, and trend analysis of the intelligence and suspicious activity. Travelers may match a
Silent Partner or Quiet Skies rule based upon travel patterns matching intelligence regarding
terrorist travel; upon submitting passenger information matching the information used by a partially
identified terrorist; or upon submitting passenger information matching the information used by a
Known or Suspected Terrorist.

3. Data Sources

The information used by the system is initially provided by the individual passengers to airlines (or
to reservations agents). ATS collects and retains information about passengers entering or departing
the United States in accordance with United States legal requirements on individuals who make
reservations for airline travel. This data includes passenger manifests (through APIS, which also
includes crew data for flights overflying the United States), immigration control information, and
Passenger Name Record (PNR) data. The PNR data may include such items as name, address, email
address, phone number, flight, seat number, and other information collected by the airline in
connection with a particular reservation. Not all air carriers capture the same amount of
information; the number of items captured may even vary among individual PNRs from the same
carrier. Information that may be passed by ATS to TSA includes: ATS Passenger ID; full name;
date of birth; country where passport was issued; passport number; country of birth; departure date;
departure airport; arrival airport; airline code; and Rules ID identifying the rule that was triggered.
When an individual matches one or more Silent Partner or Quiet Skies rules, ATS transmits the
passenger’s Secure Flight Passenger Data and an identifier for the rule or rules matched to Secure
Flight for placement on the Silent Partner List or Quiet Skies List, as appropriate. In addition, as
authorized ATS users, TSA can access additional information about an individual that may be
contained within ATS including the data elements leading to the rule match, as well as phone
numbers, credit card information, reservation agent information, prior encounter information, and
other information within ATS.

Secure Flight collects and retains full name, date of birth, gender, redress number (if available),
known traveler number (if implemented and available), and passport information (if available) for
domestic flights and international flights arriving in, departing from, or overflying the continental
United States (defined as the 48 lower contiguous states), as well as international flights operated by
U.S. carriers. Secure Flight will maintain the Silent Partner List and Quiet Skies List, as well as a
record of individuals who matched the Silent Partner List and Quiet Skies List during their travel.

4. Efficacy

On December 25, 2009, Umar Farouk Abdulmutallab made a failed attempt to detonate an
explosive device while on board Flight 253 from Amsterdam to Detroit. Mr. Abdulmutallab was not
in the TSDB. As a result of this attack, TSA conducted a review of the existing threats to aviation
security and determined that it needed to implement additional measures to mitigate the threat to
commercial aviation posed by unknown or partially known terrorists, based on analysis of current
intelligence on terrorist travel and tradecraft. The Silent Partner and Quiet Skies Programs,
developed based on results derived from the reviews conducted, designate higher risk passengers
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using intelligence-based rules, ensuring enhanced screening of such passengers prior to boarding
flights to and within the United States.

As one example, Silent Partner identified for enhanced screening a partially identified terrorist who
used biographic information not contained within the TSDB and would not otherwise have been
watchlisted or designated for enhanced screening. This individual was subsequently arrested due to
suspicion that he was conducting pre-attack surveillance within the Homeland for a foreign terrorist
organization. Additionally, TSA conducted an analysis of passengers designated for enhanced
screening by Quiet Skies and found that some passengers had been independently added to the
TSDB as Known or Suspected Terrorists (KST) subsequent to being designated for enhanced
screening by Quiet Skies. Because TSA does not use Silent Partner or Quiet Skies to nominate
individuals to the TSDB, these additions came by some means other than TSA action or analysis.
While matching a Silent Partner or Quiet Skies rule does not indicate that any particular individual
should be placed in the TSDB, this analysis indicates that rules successfully identify passengers
whose travel indicates a higher than normal risk.

5. Laws and Regulations

TSA’s general operating authorities are set forth in the Aviation and Transportation Security Act
(ATSA), 49