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1. WHAT IS A COST-REIMBURSEMENT
SYSTEM?

Public authorities are currently faced with a
growing need for access to electronic evidence (e-
evidence) incriminalinvestigations. This leads to an
increase in the number of requests to Online
Service Providers (OSPs) for disclosure of user data,
both using formal judicial cooperation and
voluntary cooperation channels. This high demand
for electronicinformationincriminal investigations
causes additional costs for service providers and/or
national authorities requesting access to data.! In
this context, determining which party should bear
the costs associated with the process of request
and disclosure of electronic information has
become a matter of concern for service providers
and requesting/receiving public authorities.?

The cost-reimbursement system entails that OSPs
may seek reimbursement for the expenses (e.g.
cost of data storage device, postal fees, human
resources, security of data, maintenance of
dedicated systems) occurred in responding to
authorities’ requests for information. Applied
mainly by domestic providers of
telecommunications  services,®  the cost-
reimbursement system can be based on domestic
legal provisions and/or OSPs’ policies.

1 EU Commission’s Impact Assessment (SWD/2018/118 final), p.
195.

2 |bid., pp. 27, 220.

3 Ibid., p. 224.

* See, for example, Facebook, Information for law enforcement
authorities. Available at: Safety Center (facebook.com); Twitter,
Guidelines for law enforcement. Available at: Twitter's guidelines
for law _enforcement | Twitter Help; and Microsoft, Questions
about Microsoft’s law enforcement requests practices. Available
at: Law Enforcement Request Report | Microsoft CSR.

® Austria (Article 111(3) of the Austrian Code of Criminal
Procedure); Belgium (Article 10 of the Royal Decree of 9 January
2003 and the Annex); Germany (Article 23 of the Judicial
Remuneration and Compensation Act); Italy (Presidential Decree
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A- ENACTED LEGISLATION

The U.S. federal law (18 U.S.C. §2706), which has
been relied onby the major U.S.-based OSPs in their
policies,* allows domestic OSPs to charge
governmental authorities for their compliance with
productionorders:

“Except as otherwise provided ... a [US] governmental
entity obtaining the contents of communications,
records,orotherinformation...shall paytothe person
or entity assembling or providing such information a
fee for reimbursement for such costs as are
reasonably necessary and which have been directly
incurred in searching for, assembling, reproducing, or
otherwise providing such information ...”

Some EU Member States (MSs) have also adopted
national legislation, allowing for some form of cost
reimbursement of domestic service providers.®
They have in general opted either for a system of
reimbursement which is based on pre-defined
rates or a system that allows private entities to
claim reimbursement of any reasonably incurred
costs.

However, as shown in the SIRIUS EU Digital
Evidence Situation Report 2022, the majority of the
EU Member States surveyed (64 % corresponding to
16 out of 25 MSs), do not have a cost-
reimbursement systemin place.®

no. 115/2002); the Netherlands (Article 13.6 of the
Telecommunication Act and the Ministerial Order on the
reimbursement of costs of interception and provision of data);
Portugal (Article 16 of Regulation of Judicial Costs); Slovakia
(Article 117 of the Telecommunications Act); and Sweden (Post
and Telecom Authority). See ANNEX | to the Cost-
Reimbursement System Factsheet for an overview of relevant
domestic legal provisions.

® Countries that reported having a cost reimbursement system in
place are Austria, Belgium, Czechia, Germany, ltaly, Portugal,
Slovakia, Sweden and The Netherlands. For more information
on EU MSs domestic legislation on cost reimbursement see the
ANNEX I.

B The SIRIUS project has received funding from the European Commission’s Service for Foreign Policy (FPI) under contribution
agreement No P1/2020/417-500. This document was produced with the financial assistance of the European Union. The views
expressed herein canin no way be taken to reflect the official opinion of the European Union.
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=SWD%3A2018%3A118%3AFIN
https://www.facebook.com/safety/groups/law/guidelines/
https://help.twitter.com/en/rules-and-policies/twitter-law-enforcement-support#13.5
https://help.twitter.com/en/rules-and-policies/twitter-law-enforcement-support#13.5
https://www.microsoft.com/en-us/corporate-responsibility/law-enforcement-requests-report#:~:text=Microsoft%20requires%20official%2C%20signed%2C%20legally,(or%20its%20local%20equivalent).
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Do you have a cost reimbursement system for private entities
in place in your country, in case they provide data upon official
request?

¢

Yes - 36%

B no-6a%

Fig.1 SIRIUS EU Digital Evidence Situation Report 2022, p. 52

Certain MSs explicitly reject any reimbursement of
costs incurred for compliance with production
orders.”

B- ONLINE SERVICE PROVIDERS’ POLICIES
In parallel to the domestic | egislation establishing
the grounds for cost reimbursement of OSPs, they
themselves often adopt their own individual
policies on the matter. Such policies are particularly
relevant in relation to cross-border voluntary
cooperation, where absent any relevant legal
framework on cost reimbursement they set out the
conditions of cooperation of OSPs with the foreign
authorities.

The examples below demonstrate how the wording
used in these policies can vary, ranging from a
relatively abstract set of principles determining if
and when the OSP in question may request
reimbursement to a rather detailed set of
guidelines on claiming reimbursementincluding, in
somecases, anindicative pricelist.

. Uber:

“At this time, Uber generally does not seek
reimbursement for costs associated with responding
to legal process, although it reserves the right to do
so.”8

e  Facebook:

“We may seek reimbursement for costs in responding
to requests for information as provided by law. These
fees apply on a per-account basis. We may also charge

7 Estonia (Section 215(1) of the Code of Criminal Procedure);
Hungary (Section 264(2) of the Hungarian Criminal Proceedings
Act) and Poland (Article 180d of the Telecommunications Act).
See ANNEX | for an overview of relevant domestic legal
provisions.

8 Uber, Guidelines for Law Enforcement Authorities. Available at:
Legal | Uber.

° Facebook, Information for law enforcement authorities .
Available at: Safety Center (facebook.com).
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additional fees for costs incurred in responding to
unusual or burdensome requests. We may waive
these fees in matters investigating potential harm to
children, Facebook, Instagram and our users, and
emergency requests.”®

e  GitHub:

“Under state and federal law, GitHub can seek
reimbursement for costs associated with compliance
with a valid legal demand... Whilewe do not charge in
emergency situations or in other exigent
circumstances, we seek reimbursement for all other
legal requests in accordance with the following
schedule, unless otherwiserequired by law:
e Initial search of up to 25 identifiers: Free
e  Production of subscriber information/data
for upto 5 accounts: Free
e  Production of subscriber information/data
for more than 5 accounts: $20 per account
Secondary searches: $10 per search.” 10

2. WHAT ARETHE CURRENT IMPLICATIONS?

At present, the application of cost-reimbursement
system seems limited to the context of domestic
procedures,'! rarely affecting the judicial
cooperation process or the EU-based diredt
requests for data.

The SIRIUS Digital Evidence Situation Report 2022
confirms this as arestricted practice; a vast majority
of the respondents, even in the MSs with a cost-
reimbursement system in place, have never
encountered the situationwhere an OSP requested
reimbursement of the costs associated with their
requests fordata.?

° GitHub, Guidelines for Legal Requests of User Data. Available
at: Guidelines for Legal Requests of User Data - GitHub Docs.

™ SIRIUS EU Digital Evidence Situation Report, December 2022,
p. 53.

2 Similarly, in 2020, only 2% of the respondents reported having
received a bill for the handing over of data. See, S/IRIUS EU Digital
Situation Report, 2021, p. 29.



https://www.uber.com/legal/en/document/?name=guidelines-for-law-enforcement&country=great-britain&lang=en-gb
https://en-gb.facebook.com/safety/groups/law/guidelines/
https://www.eurojust.europa.eu/publication/sirius-eu-digital-evidence-situation-report-2022
https://docs.github.com/en/github/site-policy/guidelines-for-legal-requests-of-user-data#cost-reimbursement
https://www.eurojust.europa.eu/publication/sirius-eu-digital-evidence-situation-report-2022
https://www.eurojust.europa.eu/publication/sirius-eu-digital-evidence-situation-report-2021
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In relation to your requests toward foreign authorities/OSPs in
2021, have you encountered the situation where the OSP requested
reimbursement of the costs associated?

Yes - 8%

B No-92%

Fig.2 SIRIUS EU Digital Evidence Situation Report 2022, p. 53.

A- JUDICIAL COOPERATION

Several international legal instruments on judicial
cooperation incriminal matters include the concept
of costreimbursement among their provisions. The
rule of gratuity (of judicial cooperation) appears to
be the general principle underpinning the
regulation of cost-reimbursement systems in most
of these treaties and conventions on mutual legal
assistance (MLA).B In practical terms, that means
that, unless the costs of cooperation appear
excessive, the requesting and the requested State
each haveto bear thecosts of services incurred by
their authorities in the MLA process.

i) Judicial cooperation framework in the EU

Withinthe EU, the Directive 2014/41/EU of the
European Parliament and of the Council of 3 April
2014 regarding the European Investigation Order
in criminal matters (“EIO Directive”) provides that
the executing State shall as a general rule bear all
the costs incurred on its territory in relation to the
execution of an EIO (Art. 21(1)). This should in
principle include any costs stemming from the
OSPs’ claims for reimbursement. If the executing
State finds the costs exceptionally high, the issuing
and executing authorities should consult on
whether and how the costs shouldbe shared or the
EIO modified (Art. 21(1)), noting that the
mechanism should not serve as a ground for
refusal, delay or impediment to the execution of
the EIO.*

In contrast with the above, Convention of 29 May
2000 on Mutual Assistance in Criminal Matters
between the Member States of the European

*See, among other principles, paragraph 48 of the Explanatory
Report _to the Second Additional Protocol to the European
Convention on Mutual Assistance in Criminal Matters.

4 Recital 13b of the EIO Directive.

> Response provided by one of the respondents of the survey
for the SIRIUS EU Digital Situation Report, 2020, p. 29.
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Union, establishes that the requesting Member
State shall bear the costs incurred by
telecommunications operators or service providers
in executing requests for interception of
telecommunications (Art. 21).

ii) Judicial cooperation framework outside the EU

As regards the judicial cooperation with countries
outside the EU, Article 20 of the European
Convention on Mutual Assistance in Criminal
Matters, as amended by Article 5 of the Second
Additional Protocol to the Convention, provides
that, unless the execution of the request entails
certain specific costs (e.g. experts’ attendance) or
the costs are substantial or extraordinary (in which
case the States concerned should consult on the
matter), “[plarties shall not claim from each other
the refund of any costs resulting from the
application of this Convention or its Protocols”.
Similarly, according to Article 18(28) (Mutual Legal
Assistance) of the United Nations Convention
against Transnational Organized Crime the
requested State bears the ordinary costs of
executing arequest, unless otherwise agreed by the
States concerned or if the expenses of execution
are of a substantial or extraordinary nature (in
which casethe States concerned should consult on
the matter).

iii) Practical implications

The results included in the SIRIUS Digital Evidence
Situation Report 2022 attest to how exceptionally
the OSPs’ expenses and the reimbursement
systems in place in practice affect the judicial
cooperation process. The statement belowis one of
a very few examples of the EU judicial authorities
reporting in previous years on having such
experience:

“In the child pornography case subscriber and traffic
data related to numerous IP addresses were
requested. The authorities of the [European] country
in question requested to pay a sum of money per IP
address. Consultation did not lead to a solution and
finally the data retention period expired. As a

consequence evidence was not provided.”1s

The U.S. and Irish®® authorities provided that the
cost-reimbursement systems in place have not yet
had any significant impact on the MLA processes;'’
the relevant authorities have not yet encountered

' |reland is not bound by the EIO Directive.
7 SIRIUS EU Digital Situation Report, 2020, p. 30.


https://www.eurojust.europa.eu/publication/sirius-eu-digital-evidence-situation-report-2022
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32014L0041
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32014L0041
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32014L0041
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32014L0041
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwi3i4SqocL0AhXS3KQKHXKjApwQFnoECAUQAQ&url=https%3A%2F%2Frm.coe.int%2FCoERMPublicCommonSearchServices%2FDisplayDCTMContent%3FdocumentId%3D09000016800cce57&usg=AOvVaw2gtg52g1-9J6N94NrUBZ58
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwi3i4SqocL0AhXS3KQKHXKjApwQFnoECAUQAQ&url=https%3A%2F%2Frm.coe.int%2FCoERMPublicCommonSearchServices%2FDisplayDCTMContent%3FdocumentId%3D09000016800cce57&usg=AOvVaw2gtg52g1-9J6N94NrUBZ58
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwi3i4SqocL0AhXS3KQKHXKjApwQFnoECAUQAQ&url=https%3A%2F%2Frm.coe.int%2FCoERMPublicCommonSearchServices%2FDisplayDCTMContent%3FdocumentId%3D09000016800cce57&usg=AOvVaw2gtg52g1-9J6N94NrUBZ58
https://www.eurojust.europa.eu/publication/sirius-eu-digital-evidence-situation-report-2020
https://rm.coe.int/16800656ce
https://rm.coe.int/16800656ce
https://rm.coe.int/16800656ce
https://rm.coe.int/168008155e
https://rm.coe.int/168008155e
https://www.unodc.org/documents/treaties/UNTOC/Publications/TOC%20Convention/TOCebook-e.pdf
https://www.unodc.org/documents/treaties/UNTOC/Publications/TOC%20Convention/TOCebook-e.pdf
https://www.eurojust.europa.eu/publication/sirius-eu-digital-evidence-situation-report-2022
https://www.eurojust.europa.eu/publication/sirius-eu-digital-evidence-situation-report-2022
https://www.eurojust.europa.eu/publication/sirius-eu-digital-evidence-situation-report-2020
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any demands for cost reimbursement from the
OSPs in the context of cross-border judicial
cooperation with the EU MSs .8

B- VOLUNTARY COOPERATION

U.S.-based service providers have generally
responded to cross-border law enforcement
requests without asking for a reimbursement of
related costs.’® Major service providers have
already putin place efficient procedures to deal
with therequests for data.?®

3. WHAT IMPLICATIONS ARE EXPECTED IN
THE FUTURE?

Even though the cost-reimbursement system does
notyet have a significantimpact on accessing digital
data andits actual applicationeither by the OSPs or
foreign authorities to which requestis submitted is
quite sporadic, it has a potential to influence data
acquisition process to a greater extent in the
future.

A- JUDICIAL COOPERATION

The international legal instruments relevant to
cross-border access to e-evidence that are under
negotiation or might have future implications do
not seem to approach the question of cost
reimbursementinthe same way.

i) Judicial cooperation framework in the EU

In particular, while the European Commission’s
proposal of Regulation on European Production
and Preservation Orders for e-evidence in criminal
matters does not intend to harmonize the cost-
reimbursement systems across the EU MSs, the
provisions on cost reimbursement of service
providers form an integral part of the e-evidence
legislative package proposal. As it stands now, the
proposal entitles the service provider to claim
reimbursement of costs from the issuing Member
State, if in similar situations reimbursement is
provided in national law of that State for domestic
orders (Art. 12). Consequently, service providers
operating ina Member State that has a system of
reimbursement of costs, will have to bear

'8 SIRIUS Digital Evidence Situation Report 2022 provides that
even though cost-reimbursement system appears not to have a
significant impact on access to electronic data, it does have the
potential to influence the data acquisition process to a greater
extent in the future, p. 51.

 EU Commission’s Impact Assessment, p. 224.

2 |bid., n. 185. The U.S. authorities provided that even in the
context of domestic procedures, major U.S.-based OSPs do not
charge anything in relation to production orders.

2 Recital (43e).
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additional operatingcosts linked to the executionof
orders issued by judicial authorities of MSs without
such system in place. European Parliament’s
proposalseems to attach even moreimportance to
the principle of costreimbursementin the process
of cross-border access to e-evidence, entitling
service providers to claim reimbursement of
justified costs from the issuing State or, in certain
circumstances (e.g. different national rules for the
reimbursement of costs between the States in
question),?! the executing State.??

ii) Judicial cooperation framework outside the EU

Conversely, the Second Additional Protocol to the
Convention on Cybercrime on enhanced co-
operation and disclosure of e-evidence, which was
opened for signature by the Parties to the
Conventionon 12 May 2022, does not envisage any
cost-reimbursement system.?3

iii) Practical implications

The divergent approaches to cost-reimbursement
regulation described above are expected to
contribute to the existing fragmentationin the field
of cross-border access to e-evidence. With various
cost-reimbursement systems in place (or absent
any systemunder certain |egal regimes), the States
concerned couldin the future resortto a sort of
“venue shopping” of the most cost-efficient legal
frameworks of judicial cooperation for them when
it comes to accessing e-evidence — opting for the
regimes under which they are not obliged to
reimburse the OSPs (directly orvia payments made
to the cooperating State). The OSPs could be
likewise moreinclined to set their headquarters (or
designate legal representatives in the context of the
proposed e-legislative package) in the States where
they could claim reimbursement of their expenses
under theapplicable legal regimes. 2

Whileservice providers seem to favour precise and
harmonised rules onreimbursement of costs (being
able to expect the same reimbursement of
expenses regardless of the system established in
the country of issue or the country where they
provide services), this approach to the regulation
could however potentially have a chilling effect on

2 |f the service provider decided to claim the costs from the
latter, the issuing State would have to reimburse them to the
executing State.

2 At the date of the publishing of this factsheet, the Protocol has
been signed (but not yet ratified) by 24 States.
“https://www.ceps.eu/download/publication/?id=30689&pdf=
TFR-Cross-Border-Data-Access.pdf, p. 36



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2018%3A225%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2018%3A225%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2018%3A225%3AFIN
https://www.eurojust.europa.eu/publication/sirius-eu-digital-evidence-situation-report-2022
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=SWD%3A2018%3A118%3AFIN
https://search.coe.int/cm/pages/result_details.aspx?objectid=0900001680a48e4d
https://search.coe.int/cm/pages/result_details.aspx?objectid=0900001680a48e4d
https://search.coe.int/cm/pages/result_details.aspx?objectid=0900001680a48e4d
https://www.ceps.eu/download/publication/?id=30689&pdf=TFR-Cross-Border-Data-Access.pdf
https://www.ceps.eu/download/publication/?id=30689&pdf=TFR-Cross-Border-Data-Access.pdf
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the issuing authorities and limit the number of
requests.? Given thata majority of EU MSs do not
have a system of cost reimbursement in place, an
EU-wideintroduction of suchsystem based on pre-
defined rates could have negative consequences for
those MSs’ budgets.?® This new budgetary burden
could also discourage the States from gathering
digital evidence via judicial cooperation channels
and negatively impact the investigation process or
even the criminal proceedings as a whole (e.g.
delays in gathering evidence, insufficient
evidentiary basis to establish certain elements of
crimes).

B- VOLUNTARY COOPERATION

If the major OSPs started implementing their
policies more vigorously and claiming
reimbursement of their costs from the requesting
authorities,?” conditioning their cooperation with
the authorities on a flat-rate compensation for each
request, MSs’ budgets could be seriously affected.
The budgetary concerns linked to direct requests
could dissuade the authorities from seeking the

% Cross-border data_access _in_criminal _proceedings and_the
future of digital justice — CEPS, p. 60.

% EU Commission’s Impact Assessment, p. 282.

7 Google, for example, announced in January 2020 that it would
start charging pre-determined fees to law enforcement and

Cost-Reimbursement System

OSPs’ assistance in the first place or limit it to the
cases where access to digital data would be deemed
absolutely necessary.?® In turn, the authorities
might opt for alternative, cheaper means of
gathering evidence that might not necessarily be as
efficient as the voluntary cooperation channels,
again potentially impacting the investigation
process and criminal proceedings as a whole.

other government agencies for legal demands seeking data.
Available at: Have a Search Warrant for Data? Google Wants You
to Pay - The New York Times (nytimes.com).

8 EU Commission’s Impact Assessment, p. 224.



https://www.ceps.eu/ceps-publications/cross-border-data-access-in-criminal-proceedings-and-the-future-of-digital-justice/
https://www.ceps.eu/ceps-publications/cross-border-data-access-in-criminal-proceedings-and-the-future-of-digital-justice/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=SWD%3A2018%3A118%3AFIN
https://www.nytimes.com/2020/01/24/technology/google-search-warrants-legal-fees.html
https://www.nytimes.com/2020/01/24/technology/google-search-warrants-legal-fees.html
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=SWD%3A2018%3A118%3AFIN
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ANNEX |

RELEVANT DOMESTIC LEGISLATION

AUSTRIA

Code of Criminal Procedure

Article111

(3) Persons not suspect of the offence shall, upon their request, be reimbursedfor the reasonable and customary
costs necessarily incurred by separating documents or other objects relevantto the evidence from others or in
delivering copies.

BELGIUM

Royal Decree of 9 January 2003

Article 10

Costs related to investment, operationand maintenance of the technical means used by the operators of tele-
communications networks andthe online service providers for the execution of this Decree shouldbe borne by
thoseoperatorsand providers.

Costs related to investment, operation and maintenance of the technical means used by the judicial authorities
for the execution of this Decree should be borne by the Ministry of Justice.

The only compensation which operators of tel e-communications networks and online service providers obtain
in exchange for their cooperation in accordance with Articles 3,4 and5 of this Decreeis setoutin the Annex to
this Royal Decree.

The operator of tele-communications networks or online service provider who observes an accumulation of
requests fromjudicial authorities givingrise to a considerable difference between its actual costs andthe costs
that are foreseen to be reimbursed under this Royal Decree, may contact the NTSU-CTIF service to determine
the bestway toavoidor limitsuch adifference.

Article 2 of the Annex
The following services are reimbursed as follows:
1) Observationinreal time ..., whatever the duration and regardless of any extensions: 92 euros per request;
2) Observation of historical data (retro-observation) ..., regardless of the period requested: 80 euros per request;

3) Observation in a network (on pylons or network access points) ..., whatever the duration, the technology used
or the number of access points: 115 euros per request;

4) Interception of communications ..., including the interception of IP, regardless of the technology used,
duration and possible extensions: 140 euros per request;

5) Specificrequests: the actual costs of carrying out the request are compensated upon production of supporting
documents.

Article 3 of the Annex

[Operators can receive a yearly flat rate compensation for complying with the legal obligation to cooperate. The
flatrateis determined by the Minister of Justice on a yearly basis. Adistinctionis made between bigand small
operators.]


https://www.ris.bka.gv.at/GeltendeFassung.wxe?Abfrage=Bundesnormen&Gesetzesnummer=10002326
https://www.ejustice.just.fgov.be/cgi_loi/loi_a1.pl?DETAIL=2003010942/F&caller=list&row_id=1&numero=7&rech=7&cn=2003010942&table_name=LOI&nm=2003009111&la=F&chercher=t&dt=ARRETE+ROYAL&language=fr&fr=f&choix1=ET&choix2=ET&fromtab=loi_all&sql=dt+contains++%27ARRETE%27%26+%27ROYAL%27+and+dd+=+date%272003-01-09%27and+actif+=+%27Y%27&ddda=2003&tri=dd+AS+RANK+&trier=promulgation&dddj=09&dddm=01&imgcn.x=54&imgcn.y=10
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CZECHIA

Code of Criminal Procedure

Section 8

(1) Public authorities, legal entities and natural persons are obliged to complywithout undue delay, and unless
a special legal enactment provides otherwise, also without any remuneration, with requests of authorities
involved incriminal proceedings in the performance of their tasks.

Electronic Communications Act

Section 97

(3) A legal entity or natural person providinga public communications network or providing a publicly available
electronic communications service shall retain for a period of 6 months operating and location data generated
or processed inthe provision of its publiccommunications networks and in the provision of its publicly available

electroniccommunications services. ... Alegal entity or natural person retaining the operatingandlocation data
shall provide it without delay upon request

a)tolawenforcementauthorities for the purposes and under the conditions laid down by s pecial legislation,

(7) For fulfilling the obligations specified in Subsections 1, 3 and 5 above, the legal entity or natural person is
entitled to reimbursement for the efficiently incurred costs from the entitled entity that requested or ordered
such anaction. Theamountand method of reimbursement for the efficiently incurred costs shall be s pecified in
animplementing legal regulation.”?

ESTONIA

Code of Criminal Procedure

Section 215

(1) The orders and demands issued by investigative bodies and the Prosecutor’s Office in the criminal
proceedings conducted by them are binding on everyone and shall be complied with throughout the territory of
the Republic of Estonia... Costs incurred for compliance with a demand or order shall not be compensated for.

GERMANY

Judicial Remuneration and Compensation Act

Article 23

(1) Insofar as those who provide telecommunications services or are involved in such services
(telecommunications companies) implement orders for the monitoring of telecommunications or provide
information for which special compensation is specified in Annex 3 of this Act, the compensation is calculated
exclusively according to this Annex.

(2) Third parties who ... are requested by law enforcement or judicial authorities on the basis of a request for
evidenceto

! The implementing legal regulation is the Order of the Czech Telecommunications Office No. 462/2013 Coll., from 19 December 2013 on
the determination of the amount and method of reimbursement of the costs effectively incurred for the interception and recording of
messages, for the storage and provision of traffic and location data and for the provision of information from the database of voice
communication service subscribers.


https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwism4rz_YX8AhVFyaQKHfYXDCUQFnoECAgQAQ&url=https%3A%2F%2Fwww.imolin.org%2Fdoc%2Famlid%2FCzech_Republic_Code_Criminal_Procedure.pdf&usg=AOvVaw2txDKFmcWgXyJgPRZ4G2PP
https://www.mpo.cz/assets/dokumenty/41287/56421/609851/priloha031.pdf
https://www.riigiteataja.ee/en/eli/530102013093/consolide
https://www.riigiteataja.ee/en/eli/530102013093/consolide
https://ao.bundesfinanzministerium.de/ao/2020/Anhaenge/Gesetze-Verordnungen-Verwaltungsvorschriften/Anhang-21/anhang-21.html
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1. hand over objects ... or avert the obligation to handthem over in accordance with a request by law
enforcement or judicial authorities, or

2.provideinformationin cases otherthan those mentionedin paragraph 1,

shall be compensated in the same way as witnesses. If the third party makes use of an employee or another
person,the expenses for this (Article 7) will be reimbursed within the frameworkof Article 22...

(3) The necessary use of an own data processing system for the purpose of dragnet searches shall be
compensated if the total investment for the hardware and software used inthe individual case amounts to more
than 10,000 euros. The compensationshallamount to

1.5 euros for eachhourof usein case of aninvestment of morethan 10,000to 25,000 euros; the total
duration of useisto beroundedup to full hours;

2.inthecaseof other data processing systems

a) in addition to the compensationaccording to paragraph 2, for each hour of use of the system
10 Euros in case of development of a special application programme required for the individual
case;and

b) for theremaining durationof use, including the required personnel costs, one ten-millionth
of the investment sum per second for the time during which the central processing unit is
occupied (CPU second), up to a maximum of 0.30 euros per CPU second.

The investmentamountand the CPU time used mustbe madecredible.

(4) Athird-party systemis equivalent to one's own el ectronic data processing system if the costs that are directly
attributable to the provision of information (see Article 7) cannot be determined with certainty.

HUNGARY

Criminal Proceedings Act

Section 264

(2) The requested organization shall comply with the request free of charge, including in particular the
processing, recording or transmission of the data in writing or by electronicmeans.

POLAND

Telecommunications Act

Article 180d

Telecommunications undertakings shall be obliged to provide conditions for access to and recording of and shall
make available, at their own expense, to authorised entities, as well as to a court and a prosecutor, the data
processed by those undertakings and relating to telecommunications services provided by them, on the terms
andinaccordance with the procedures provided for in separate regulations.

PORTUGAL

Regulation of Judicial Costs

Article 16
1- The costs comprise the following types of charges:

d) Payments due or paid to any entities for the production or delivery of documents, provision of services or
similar acts, requested by the judge on request or ex officio, exceptinthe case of certificates extracted ex offido
by the court;


https://wipolex.wipo.int/en/text/508739
https://isap.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=wdu20041711800
https://dre.pt/dre/legislacao-consolidada/decreto-lei/2008-34454975-58974757?_ts=1660348800034
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SLOVAKIA

Telecommunications Act

Article117

The cost of the tangible media necessaryfor the provision of data shall be borne by the publicauthority to which
such data has been provided.

Post and Telecom Authority

Section 3

Upon disclosure of stored information, the person liable for storage shall be compensated on the basis of one
of the foll owing categories.

Category 1:disclosure of stored data relating to a certain geographicallydelimitedarea...

Category 2: other disclosures of storeddata.

Section 4

Compensation shall be paid per category stated insection 3 according to the following levels.
- delivery [of data] according to category 1 during office hours [i.e. 08.00 —17.00]: SEK 525.

- delivery according to category 1 outside office hours: SEK 790.

- delivery according to category 2 during office hours: SEK 150.

- delivery according to category 2 outside office hours: SEK 170.

Section 5

When the costs of disclosure deviate significantlyfrom the compensation provided inaccordance with section
4,the person liable for storage may instead request compensationthat corresponds to the costs incurredinthe
individualcase.

THE NETHERLANDS

Telecommunication Act

Article13.6

1.Theinvestment, operation, and maintenance costs for the technicalarrangements that have been orare made
by providers of public telecommunications networks and publicly available tel ecommunications services in order
to comply with the provisions of Articles 13.1,13.2a,13.4, and 13.5 shall be at their own expense.

2. Providers of publictelecommunications networks and publiclyavailable telecommunications services shall be
entitled to a payment fromthe Statetreasury for theadministration costs and personnel costs that they incur
arising directly from their complying with a special order or consent pursuant to the Intelligence and Security
Services Act 2017 within the meaning of Article 13.2(1) and (2) or Article 13.2a, or a demand or request within
the meaning of Article 13.2a, Article 13.2b, or Article 13.4(1), (2), or (3).

3. Rules may be set by ministerial order regarding how the costs within the meaning of paragraph 2 are to be
determined and paid.

Ministerial Orderon the reimbursement of costs of interception and provision of data
Article 3

1 Ifthe commissioning party [the authority that has giventhe provider anorder or request or made to carry out
a wiretapping or provide information] is of the opinion that the declared costs are billable costs [the


https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwji-a2BsI38AhUGyaQKHXoEA84QFnoECAcQAQ&url=https%3A%2F%2Fwww.teleoff.gov.sk%2Fdata%2Ffiles%2F52416_act_452_2021.pdf&usg=AOvVaw3vQ3sORpflrrsA7dOdDD9w
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwji-a2BsI38AhUGyaQKHXoEA84QFnoECAcQAQ&url=https%3A%2F%2Fwww.teleoff.gov.sk%2Fdata%2Ffiles%2F52416_act_452_2021.pdf&usg=AOvVaw3vQ3sORpflrrsA7dOdDD9w
https://www.pts.se/en/english-b/regulations2/
https://www.pts.se/en/english-b/regulations2/
https://wetten.overheid.nl/BWBR0009950/2012-06-05#Hoofdstuk13
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administrative and personnel costs incurred by a provider which result directlyfrom the carryingout of tapping
or information provision activities, as specified in annex to this Order], the compensation will be set at the
amount declared by the provider, insofar as the declared costs canreasonably be considered necessary.

2 Contrary to the former, the commissioning party may conclude agreements with a group of providers on the
amount of the fee for billable costs and the conditions for the payment of that fee.



