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1. BACKGROUND \

The Council of Europe Convention on Cybercrime

(alsoknown as the Budapest Convention), which
was opened for signaturein 2001 andentered into
force in 2004, was the first international treaty to
focus explicitly on cybercrime and electronic
evidence. After 20 years, it remains the most
significant one in the area. Currently, 69 countries
are Parties to the Budapest Convention, including
26 EU Member States *.

The Budapest Convention aims at:

e  Criminalising the conduct pertaining to cyber-
related crime;

e Supportingtheinvestigation and prosecution
of these crimes as well as other offences
committed by means of a computer system
or evidence in relation to which is in
electronic form by providing necessary
proceduraltools;and

e Setting up a fast and efficient system for
international cooperation?.

The Budapest Convention is accompanied by
an Explanatory Report which is intended to
guide and assist Parties in its application.

More information about the Budapest Convention is
available in the dedicated SIRIUS Quarterly Review
here.

One of the most important provisions of the
Budapest Convention s Article 18, which provides
the legal framework for the implementation into
the national law of the Parties to the Budapest
Convention of two types of domestic measures

! https://www.coe.int/en/web/conventions/full-

list?module=signatures-by-treaty &treatynum=185. Al EU
Member States, except for Ireland.

2 Budapest Convention, Preamble; Explanatory Report, para. 16.
®Itis noted that the term “extraterritorial” is not used in the text
of the Budapest Convention itself, its Explanatory Report or

that, according to some Parties, may have cross-
border (extraterritorial®) effects.

The text of the Article 18(1) provides as follows:

1. Each Party shall adopt such legislative and other
measures as may be necessary to empower its
competentauthoritiesto order:

a. a person in its territory to submit specified
computer data in that person’s possession or

control, which is stored in a computer system or a
computer-data storage medium; and

b. a service provider offering its services in the
territory of the Party to submit subscriber

informationrelating to suchservicesin thatservice
provider's possession or control.

According tothe BudapestConvention, Partiesare not
entitled to make any reservations to Article 184.

Although not binding, Guidance Note #10, adopted by
the Cybercrime Convention Committee (T-CY)in 2017,

provides the Partiesto the Budapest Convention with
a common way of interpretation of Article 18.

2.SCOPE

e Typesofcrimescovered

Production orders pursuant to Article 18 of the
Budapest Convention (Article 18 Production
Orders) are applicable to “specific criminal
investigations or proceedings”> relatingto:

established in
accordance withSection 1 of the Budapest
Convention (illegal access, illegal
interception, data interference, system
interference, misuse of devices,

e Criminal offences

Guidance Note #10. However, for the purposes of the present
document, the term is to be understood to refer to a domestic
order with potential cross-border effects.

* Budapest Convention, Article 42.

® Budapest Convention, Article 14(1).

B The siriUs project has received funding from the European Commission’s Service for Foreign Policy Instruments (FPI) under
contribution agreement No PI/2020/417-500. This document was produced with the financial assistance of the European Union.
The views expressed herein can in no way be taken to reflect the official opinion of the European Union.

This document may not necessarily reflect the official position of the Council of Europe or of the Parties to the Budapest
Convention on Cybercrime and does not constitute an authoritative interpretation of provisions of this treaty or its protocols.
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computer-related forgery,
computer-related fraud, offences related
to child pornography, offences related to
infringements of copyright and related
rights);

e Other criminal offences committed by
means of a computersystem;and

e The collection of evidence in electronic
form of a criminal offence®.

Therefore, the specific criminal investigations and
proceedings covered include not only cybercrime,
but any criminal offence involving evidence in
electronic form. This means that the provision
applies either where a crimeis committed by use of
a computer system, or where a crime not
committed by use of a computer system (for
examplea murder) involves electronicevidence.

This isalso confirmed in Guidance Note #13, which
states that: “The T-CY agrees that the procedural
law provisions andthe principles and measures for
international co-operation of the [Budapest
Convention] are applicable not only to offences
related to computer systems and data but also to
the collection of electronic evidence of any criminal
offence.”

e Datacovered

Article 18(1)(a) is not restricted to “subscriber
information” and covers all types of computer
data’ stored in a computer system or computer-
data storage medium. The provision only covers
stored and existing data and does not include any
futuredata®or existingdata whichisin transit.

Article 18(1)(b) applies only to the production of
subscriber information. The term “subscriber
information” is defined for the purposes of
Article18 of the Budapest Convention in

® Budapest Convention, Article 14(2)(a)-(c).

7 Guidance Note #10, p. 6.

& Explanatory Report, para. 170.

°The term “technical provisions” includes all measures taken to
enable a subscriber to enjoy the communication service,
including the reservation of a technical number or address (for
example, telephone number, website address / domain name,
e-mail address) and the provision and registration of
communication equipment used by the subscriber (for example,

paragraph3 of thearticle. “Subscriber information”
includes anyinformation held by the administration
of a service provider relating to a subscriber to its
services (other than trafficdata or content data) by
means of which can be established:

e The type of communication service used,
the technical provisions® taken thereto
and the period of time during which the
person subscribed to the service
(Article 18(3)(a));

e The subscriber's identity, postal or
geographic address, telephone and other
access number, billing and payment
information, which is available on the basis
of the service agreement or arrangement©
between the subscriber and the service
provider (Article 18(3)(b)); or

e Any other informationconcerning thessite
or location where the communication
equipment is installed, which is available
on the basis of the service agreement or
arrangement (Article 18(3)(c)).

Itis notable thatthe definition of “subscriber

information”, as per Article 18(3) of the
Budapest Convention, may also include information
that under the domestic law of some EU Member
States is considered as traffic data.

“Subscriber information” may be in the form of
computer data, butalsoinany other form, such as
paper records®!. As inthe case of Article 18(1)(a),
Article 18(1)(b) does not include data that has not
yet comeinto existence'?. Also, the provision is only
applicable to the extent that the service provider

telephone devices, call centres, LANs). See Explanatory Report,
para. 179.

1 The reference to a “service agreement or arrangement”
includes any kind of relationship on the basis of which a client
uses the service provider's services. See Explanatory Report,
para. 183.

' Budapest Convention, Article 18(3); Explanatory Report,
para. 177.

2 Explanatory Report, para. 170.
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subject to the production order maintains the
requested data®s.

The term "subscriber" is intended to include clients
with paid subscriptions, paying on a per-use basis, as
well as those receiving free services. It also includes
information concerning persons entitled to use the
subscriber’s account?4.

e Entities covered

Article 18(1)(a) applies to any “person”. The scope
of the provision is therefore broadand mayinclude
both natural and legal persons, i.e. servie
providers®.

Article 18(1)(b) applies to “service providers”. The
term “service provider” is broadly defined for the
purposes of the Budapest Convention in Article 1(c)
andincludes:

e Any publicor private entity that provides
to users of its service the ability to
communicate by means of a computer
system;and

e Any other entity that processes or stores
computer data on behalf of such
communication service or users of such
service.

Both providers of electronic communication services
and of internet society services are covered by the

definition of “service provider” included in Article 1(c)
of the Budapest Convention 16,

3. DEFINING THE TOOLBOX ‘

Article 18 of the Budapest Convention provides the
legal framework for the implementation into the
national law of the Parties to the Budapest
Convention of two types of domestic measures
that, according to some Parties, may have cross-
border (extraterritorial) effects:

3 Article 18 does also not impose an obligation on service
providers to ensure the correctness of the subscriber
information in their possession so, for example, service
providers are not obliged to verify the identity of their

e Domestic production orders for any type
of data when a person (including a service
provider)isintheterritoryof a Party, even
if the data sought is stored in another
jurisdiction (Article 18(1)(a)); and

e Domestic production orders for subscriber
informationwhere a service provider is not
necessarily present in the territory of a
Party but is offering a service in the
territory of such Party and the subscriber
information to be submitted is relating to
services of a provider offered in the
territory of the Party (Article 18(1)(b)).

For theapplication of Article 18,seealso Annex .

Article 18 Production Orders thus have the
advantage that the location of the data sought is
no longer the determining factor for establishing
jurisdiction. Therefore, they offer an important
procedural tool to address some of the problems
arising from cross-border criminality and the fact
that electronic evidence required in criminal
investigations is often not located in the territory

of the investigating authority, but ratherinforeign,
multiple or unknownlocations.

However, Article 18 of the Budapest Convention
does not provide a basis for enforcementin case of
a lack of response to production orders issued
pursuant to the provision, as further explained in

section Enforceability.

A- ARTICLE 18(1)(A)—PRODUCTION ORDER
WHEN A PERSON (INCLUDING A SERVICE

PROVIDER) IS IN THE TERRITORY OF A
PARTY

Article 18(1)(a) provides a basis for competent
authorities to order a person (including a service

provider) in their territory to disclose computer
data in that person’s possession or control.

The term "possession or control" refers to physical
possession of the data in the ordering Party's

subscribers or to prohibit the use of pseudonyms by users
(Explanatory Report, para. 181).

* Explanatory Report, para. 177.

> Guidance Note #10, p. 6.

!¢ Guidance Note #10, p. 5, footnote 6.
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territory, as well as to situations where the data is
outside of the person’s physical possession but the
person can freely control its production from
within the ordering Party’s territory!’. This i ncludes

for example data stored remotely but within the
person’sonlineaccount?®,

B- ARTICLE 18(1)(B) -PRODUCTION ORDER

WHEN A SERVICE PROVIDER IS OFFERING
ITS SERVICES IN THE TERRITORY OF A PARTY

Article 18(1)(b) provides a basis for competent
authorities of a Party to order a service provider
offering its services in their territory to disclose
subscriber information relating to such services

which is in that service provider’s possession or
control.

o Offeringtheirservicesin theterritory of a
Party

According to Guidance Note #10, a service provider
can be considered to be “offeringits services” in the
territory of a Party when:

e It enables personsin the territory of the
Party to subscribetoits services (and does
not, for example, block access to such
services);and

e It has established a real and substantial
connection to a Party. In this respect,
relevant factors include the extent to
which the service provider orients its
activities towards subscribers from the
territory of the Party (e.g. by advertising
locally and/or in the local language),
makes use of the subscriberinformation or
associated traffic data in the course of its
activities and interacts with subscribers in
the Party?°.

For an example of the application of the abowve
criteria, see the Belgian Yahoo! case, where the
competent Belgian court found that Yahoo!, as a
provider of a free webmail service, is present on

7 Explanatory Report, para. 173.

¥ On the other hand, the mere technical ability to access
remotely stored data, for example via a link, does not necessarily
constitute “control” within the meaning of Article 18(1)(a)

Belgian territory, despite being based in the United
States of America, because it actively participatesin
Belgian economic life, including by using the .be
domain, byshowingpublicityinthelocallanguage and

by being reachable for users in Belgium via a
complaint mailbox and a helpdesk.

A similar reasoning was applied by a different Belgan
court in the Skype case, albeitin the context of the
application of a different procedural tool
(interception of communication), where the relevant
court also found that Skype was present on Belgian

soil by actively participating in the economic life in
Belgium.

Accordingly, competent authorities can issue
Article 18 Production Orders targeting service
providers offering their services in their territory
which are otherwise not physically present and do
not have a legal establishment in their territory?°.
When implemented into domestic law, the
provision thus establishes a legal basis for direct
cooperation between competent authorities inone
Party and service providers located outside of its
territory without going through the mutual legal
assistance (MLA) process.

e Subscriber information relating to the
services offeredin the Party’s territory

The subscriber information which can be sought
through an Article 18 Production Order must be
related to the services offered in the ordering
Party’s territory. Therefore, if for example, a service
provider offers one type of servicein Country A but
not in Country B, competent authorities in
Country B cannot issue a production order for

subscriber information pertaining to users of
services offered in CountryA.

e Possession or control of subscriber
information

Similarly as in the case of Article 18(1)),
Article 18(1)(b) applies to subscriberinformationin
the service provider’s “possession or control”. This

where the data is not within the person’s legitimate control. See
Explanatory Report, para. 173.

'® Guidance Note #10, p. 8. See also Yahoo! Judgment, paras 7-8.
% Guidance Note #10, p. 6.
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includes subscriber information in the service
provider’s physical possession, as well as subscriber
information stored remotely (for example at a
remote storage facility provided by another

company located in anotherjurisdiction) but under
the service provider's control??.

4. CONDITIONS AND SAFEGUARDS

e Purpose limitation

In addition to what is noted above (see section
Scope), the reference to “specific” criminal
investigations and proceedings implies that
productionorders areto be used inindividual cases
concerning, habitually, particular subscribers. They
cannot be used for ordering disclosure of
indiscriminate amounts of information maintained
by a service provider about groups of subscribers
(for example, for the purpose of data-mining22).

e Protection of humanrights

Article 15(1) of the Budapest Convention requires
Parties to ensure that the powers and procedures
established under the Budapest Convention — thus
including Article 18 Production Orders —are subject
to an appropriate level of protection for human
rights and liberties under their domestic law. These
include standards or minimum safeguards arising

pursuant to a Party’s obligations under applicable
international humanrights instruments?3,

e  Principle of proportionality

Article 15(1) of the Budapest Convention further
requires Parties to apply the principle of
proportionality. This will be done in accordance
with each Party’s relevant domestic law principles.
In the case of European countries, these principles

2 Explanatory Report, para. 173.

2 Explanatory Report, para. 182.

% These instruments include the 1950 Council of Europe
Convention for the Protection of Human Rights and
Fundamental Freedoms (ECHR) and its additional protocols (in
respect of European states that are parties them), other
applicable human rights instruments, such as e.g. the 1969
American Convention on Human Rights and the 1981 African
Charter on Human Rights and Peoples’ Rights (in respect of
states in other regions of the world which are parties to them)
and the 1966 International Covenant on Civil and Political Rights
(Explanatory Report, para. 145).

will be derived from the European Convention on
Human Rights (ECHR) and related jurisprudence,
meaning that production orders must be
proportional to the nature and circumstances of
the offence?*. Other Parties may apply related
domestic law principles, such as limitations on
overly broad production orders?® or exclude the
application of production orders in cases
concerning minor crimes?°.

e Other conditions and safeguards

Pursuant to Article 15(2) of the Budapest
Convention, applicable conditions and safeguards
include, as appropriate, judicial or other
independent supervision, grounds justifying the
application of the power or procedure and the
limitation on the scope or the duration thereof.
Other safeguards that must be addressed under
domestic law include: the right against
self-incrimination, legal privileges, specificity of
individuals or entities subject to the production
order, and privileged data orinformation?’.

Moreover, national laws may specify different
competent authorities and additional safeguards
concerning the production of certain types of data
or subscriber information held by specific
categories of persons or service providers?®. For
example, for some categories of data, such as
publicly available subscriber information, a Party
may permitlaw enforcementauthorities to issue a

production order while in other situations a court
order may berequired®.

e Rightsofthird parties

In accordance with Article 15(3) of the Budapest
Convention, when implementing the provisions of

2 Explanatory Report, para. 146.

% |bid.

% Explanatory Report, para. 174.

2" Explanatory Report, paras 147, 174.

28 Explanatory Report, para. 174.

% Explanatory Report, para. 174; Cybercrime Convention
Committee (T-CY), Criminal justice access to electronic evidence
in the cloud: Recommendations for consideration by the T-CY:
Final report of the T-CY Cloud Evidence Group,
16 September 2016, para. 102.
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Article 18, Parties shall first consider the sound
administration of justice and other public interests
(for example public safety, public health, the
interests of victims, respect for privatelife). To the
extent that it is consistent with these interests,
consideration shall also be given to the impact of
productionorders on therights, responsibilities and
legitimate interests of third parties, which may

include, for example, protection from liability for
disclosure®,

5.ISSUING PARTY

A - ISSUING AUTHORITIES

The national legal system of a Party will establish
which authority is competenttoissuean Article 18
Production Order, which may also depend on

specificfactors, such as the type of data sought (see
alsosection Conditions and safeguards).

B - ISSUING PROCEDURE

Article 18 Production Orders are issued by the
competent authority directly to the person or
service provider concerned. They are by nature
domestic measures to be provided for under the
national law of the ordering Party and therefore
need to respect the domestic legislation of the
issuing Party and remain subject to legal safeguards
(seealsosection Conditions and safeguards).

6. ENFORCEABILITY

Article 18 of the Budapest Convention does not
provide a basis for enforcementin case of a lack of
response to production orders issued pursuant to
the provision.

Production orders issued under Article 18(1)(a),
which are directed at a person located within the
Party’s territory, areissued and enforceable by the
competent authorities in the Party in which the
orderis soughtandgranted3..

Production orders under Article 18(1)(b) issued
against a service provider established outside the

% Explanatory Report, para. 148.

3 Guidance Note #10, p. 6.

32 See also Guidance Note #10, p. 6, stating that agreement to
the Guidance Note “does not entail consent to the

territory of a Party will lack any enforcement
mechanism32, However, a refusal to provide the
required information may constitute an offence in
accordance with the domestic law of the issuing
Party33.

7. IMPLEMENTATION OF ARTICLE 18 OF THE
BUDAPEST CONVENTION IN THE EU

MEMBER STATES

The national legislation of the majority of EU
Member States allows for theissuance of domestic
production orders towards service providers
situated abroad, but offering their services in the
territory of that particular Member State, where
such service providers are in possession or control
of thesoughtinformation. For more informationon

some of the EU Member States’ legislation
implementing Article 18, see Annex 1.

8. CHALLENGES

e Limited scope of application

In addition to constituting domestic measures
without any specific enforcement mechanism (see
section Enforceability), Article 18 Production
Orders can only be issued towards persons,
including service providers, present withina Party’s
territory (Article 18(1)(a)) or towards service
providers offering their services within the territory
(Article 18(1)(b)). Moreover, Article 18(1)(b)
Production Orders only allow for the production of
subscriber information. Therefore, whenever a
territorial link between the entity in possession or
control of the data sought and the territory of the
requesting Party cannot be established, as well as
ininstances where traffic or content data is sought,
competent authorities must resort to other
modalities for data acquisition.

e Potentially conflicting legal obligations
for service providers

Specifically as concerns Article 18(1)(b) Production
Orders, service providers who may be addressees

extraterritorial service or enforcement of a domestic production
order issued by another State”.
3 See Yahoo! Judgment, paras 3-6.
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of such orders stemming from foreign authorities
remain subject to legal requirements in their
country of establishment3*. The domestic legal
framework of their place of establishment may
either allow, prohibit or not specifically regulate
whether service providers may comply with direct

requests for data from foreign competent
authorities.

The current state of play can cause problems for
globally-active service providers which may be
addressees of direct requests for cooperation,
including production orders with cross-border
effects. Specifically, service providers maybe putin
situations where abiding by the laws of one
country (e.g. the country issuing an Article 18
Production Order, which may establish that
non-compliance with the order constitutes an
offence under domestic law) may make them in
breach of the laws of another country (e.g. their
country of establishment, which may prohibit them
to respond to direct requests from foreign
authorities) and the other way around®.

8. THE WAY FORWARD |

The Budapest Convention was drafted before the
rise of cloud computing, when the vast majority of
electronic (and other) evidence critical to criminal
investigations was held within one’s own territorial
borders. Considering, among other things, the
increased importance of cross-border access to
electronicevidence and the need for greater clarity
and legal certainty for service providers regarding
the circumstances in which they may respond to
direct requests for disclosure of electronic data
from foreign authorities3®, the Committee of
Ministers of the Council of Europe adopted the
Second Additional Protocol to the Convention on
Cybercrime on enhanced co-operation and

disclosure of electronic evidence (Second Protocol),
which was opened for signature to the Parties to
the Budapest ConventioninMay2022%.

**bid.
¥ SIRIUS EU Digital _Evidence Situation Report 2021,
November 2021, p. 35.

Among other things, the Second Protocol provides
a basis for direct cooperation between competent
authoritiesin oneParty and:

e Entities providing domain name
registration services in another Party for
disclosure of domain name registration
information in their possession or control
(Article6);and

e Service providers in another Party for the
disclosure of subscriber information in
their possession or control (Article 7).

Both provisions have a slightly wider scope of
application when compared to Article 18
Production Orders, by no longer requiring a

territorial link with the issuing Party, but only with
another Party to the Second Protocol.

The Second Protocol also requires Parties to “adopt
such legislative and other measures as may be
necessary” for an entityor service provider s ubject
to an Article 6 or Article 7 order to disclose the
requested information3®. If implemented into
national law, these provisions may help address the
issues arising from the differing national laws
pertaining to whether service providers may

respond to direct requests for disclosure of
electronicdatafromforeign authorities.

' More information about the Second

Fm

Protocol, as well as Article 6 and Article 7, is
available in the dedicated SIRIUS Quarterly Reviews.

% Second Protocol, Preamble, p. 1.
3 https://www.coe.int/en/web/cybercrime/t-cy-drafting-group.
3% Second Protocol, Articles 6(2) and 7(2)(a).
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ANNEX I:
APPLYING ARTICLE 18 WITH RESPECT TO SUBSCRIBER INFORMATION3®

territory of the Party.

IF
The criminal justice authority has jurisdiction over the offence;
AND IF
the service provider is in possession or controd of the subscriber information:
AND IF
Article 18.1.a Article 18.1.b
The person (service provider) is in the OR | A Party considers that a service provider is

"offering its sarvices in the tamitory of the
Party"” when, for example:

- the sarvice provider enables persons in the
territory of the Party to subscribe to its
services (and does not, for example, block
access to such services);

and

- the sarvice provider has established a real
and substantial connection to a Party.
Relevant factors include the extent to which
a sarvice provider orients its activities
toward such subscribers (for example, by
providing local advertising or advertising in
the language of the territory of the Party),
makes use of the subscriber information (or
associated traffic data) in the course of its
activities, interacts with subscribers in the
Party, and may otherwise be considerad
established in the territory of a Party.

IF

- the subscriber information to be submitted
iz relating to services of a provider offered
in the territory of the Party.

* Guidance Note #10, p. 9
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ANNEX II
DOMESTIC LEGISLATION OF SOME EU MEMBER STATES IMPLEMENTING ARTICLE 18 OF THE

BUDAPEST CONVENTION

AUSTRIA

Code of Criminal Procedure
Section 76a —Information on master and access data*®

(1) Providers of communicationservices and otherservice providers (§ 3 Z2 ECG) are obliged, atthe request of
criminal police authorities, public prosecutors and courts, inrelation to the clarification of the concrete suspicion
of a crime committed by a particular person, to provide information on master data of a user (Section 181
Paragraph9 Telecommunications Act- TKG 2021, Federal LawGazette | No 190/2021) or users of another service
(Section 3Z4 ECG).

(2) The same shall apply at the order of the public prosecutor’s office (Section 102) for information on the
following data mentioned inSection 167 para.5Z2 TKG 2021:

1. Thename, address and subscriber identifier of the user to whoma public IPaddress was assigned ata given
time, specifying the underlying time zone, unless this would capture a larger number of subscribers;

2.The user ID assignedto the user when usinge-mail services;

3.Nameand address of the user to whom an e-mail addresswas assigned at a particular time; and
4.The e-mail address and the publicIP address of the sender of ane-mail.

The provisions of section 138 paragraphs 5 and 139 shall apply mutatis mutandisto this order.

Code of Criminal Procedure
Article 46bis*

§1.Ininvestigating crimes and offences, the public prosecutor may, by a reasoned and written decision, proceed
or make proceed on the basisof any datain his possession, or by means of access to the files of the clients of
the actorsreferred to in thefirstand second indents of paragraph 2, to:

1) the identification of the subscriber or usualuser of a servicereferred to in the second indent of paragraph 2,
or of the means of electroniccommunicationused;

2) identification of the services referred to in the second indent of paragraph 2 to which a specified person is
subscribed or which are usuallyusedby a specified person.

To this end, he may, if necessary, require, directly or through the police service designated by the King, the
cooperation of:

- the operator of an el ectroniccommunications network, and

- any personwho makes available or offers, within the Belgian territory, inany way, a service which consists in
transmitting signals via el ectronic communications networks orallowingusers to obtain, receive or disseminate
information via an electronic communications network. This includes the provider of an electronic
communications service.

The justification shall reflect the proportionality with respect to privacyand the subsidiary nature of any other
investigativeact.

In case of extreme urgency, the public prosecutor may orally order this action. The decision shall be confirmed
inwritingassoonas possible.

40 The following constitutes a courtesy translation.
“I The following constitutes a courtesy translation.
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For offences that are not likely to result in a primary correctional sentence of one year or a heavier sentence,
the publicprosecutor may demand the data referred to in paragraph 1 only for a period of sixmonths prior to
his decision.

§ 2. The actors referredto in § 1, paragraph 2, indents 1 and 2, who are requested to communicate the data
referred to in paragraph 1 shall communicate the data to the public prosecutor or the judicial police officer in
real timeor, whereapplicable, atthe time specified intherequest, inaccordance with therules determined by
the King, on a proposal from the Minister of Justice and the Minister responsible for Telecommunications.

The King determines, after consulting the Committee on the Protection of Privacy and on a proposal from the
Minister of Justice andthe Minister responsible for Telecommunications, the technical conditions for access to
the data referredtoin § 1 and availableto the public Prosecutor and the police service designated inthe same
paragraph.

Any person who, by virtue of his function, has knowledge of the measure or provides his assistanceto it, shall
be bound to keep itsecret. Any breach of secrecy shall be punished inaccordance with Article 458 of the Penal
Code. Any person who refuses to communicate the data or who does not communicatethemin real timeor, if
necessary, atthetime specified in the request shall be punished by a fine from twenty-six euros to ten thousand
euros.

CYPRUS

Law 183(1)/2007 - Telecommunications Data Retention Act 2007 for the Investigation of Serious Criminal
Offenses
Article4

(1)(a) Subject to the provisions of subsection (2) and (3), and notwithstanding the provisions of paragraph (b),
aninvestigating police officer maygainaccess to datarelating to the investigation of a serious criminal offence,
providedthata relevantorder is made by the Court.

(b) In case of abduction of a person, the investigating police officer may, by a letter addressed to the
telecommunications service provider, be given data relating to the investigation of the abduction of the said
person, without receiving in advance an order made by the Court, provided that for this purpose, he has in
advance received in writing the approval of the Attorney-General of the Republic and provided that he has
placed before himtheinformationanddetails requested in accordance with subsection(3) for the purposes of
the affidavit.

Provided that within forty-eight (48) hours from the date of access to data, as above, the investigating police
officer is obliged to receive a relevantorder fromthe Courtand in casethe Courtrefuses to makesuch order,
the investigating police officeris obliged, within forty-eight (48) hours form the date of refusal of the Court, to
destroy the data which he received and notify immediately the supervisory authority prescribedin the provisions
of section 15.

(2) The Attorney-General of the Republic may, following the request of an investigating police officer, approve
an application to maketheorder prescribedin subsection (1), if heis satisfied that the making of anorder may
provide or has provided evidence for the commission of a serious criminal offence.

(3) The applicationto make an order prescribed insubsection (1) is written, approved by the Attorney-General
of the Republic and accompanied by an affidavit of the investigating police officer, containing the following
informationanddetails:

(a) Full status of the investigating police officer;

(b) Full and detailed statement of facts and circumstances upon which the application is based, which shall
include:

(i) details of the serious criminal offence committed, is being committed or is expected to be
committed,

(ii) general description of the period of time for which access to data is required,

10
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(iii) identity of the person who has committed or is expected to commit the offence and to whom the
data accessissought,

(iv) name, address, and profession, ifknown, of all persons to whom access to their datais considered
reasonableto assisttheinvestigation of a serious criminal offence.

(c) report as to which period of time access to data is deemed appropriate and full description of the facts
supporting reasonable suspicion or belief that it maybe possible that additional data communications will follow
of which accessis deemed appropriateininvestigating a serious criminal offence;

(d) statement of facts concerning all previous applications filed for the making of an order, in which any persons
involved arereferredto in theapplicationthereof;

(e) statementlaying down theresults so far of theinvestigation or logical explanation of thefailure to receive
suchresults, when the application concerns extension of the order inforce.

Provided thattheJudge may requireto be providedwith furtherdetails, or informationor evidence insupport
ofthe applicationin the form of a supplementary affidavit or deposition of a witness or otherwise.

(4) TheJudge may make the order prescribedinthe provisions of subsection (1) as required with the application
or with such amendments or with suchterms, by which access to data is authorised, only if heis satisfied that
based on the facts submitted:

(a) there is reasonable suspicion or possibility, that a person commits, committed or is expected to commit a
serious criminal offence;

(b) thereis reasonable suspicion or possibility that specific data are connected or are related to a serious criminal
offence.

ESTONIA

Code of Criminal Procedure
Section 90! —Requiring data from an electronic communications undertaking

(1) A proceedings authority maymakean enquiryto an electronic communications undertaking concerning the
data required to identify an end user linked to certain identification tokens used in a public electronic
communications network, with the exception of data rel ating to the fact of communication of a message.

(2) On an application of the Prosecutor’s Office and with the authorisation of the pre-trial investigation judgein
pre-trial proceedings —or of the courtin judicial proceedings —an investigative authority may make anenquiry
to an electronic communications undertaking concerningdatathatarelisted in subsections 2 and3 of § 111(1)
of the Electronic Communications Actandthatare not mentioned insubsection 1 of this section.

(3) An enquiry provided for by subsection 2 of this section may be madeif the criminal offenceis onelisted in
subsection 2 of § 1262 of this Code and if itis ineluctably necessary for achieving the purpose of criminal
proceedings. In relation to a criminal offence not mentioned in the list, such an enquiry is permitted if it is
ineluctably necessary for achieving the purpose of criminal proceedings, justified by the gravity and nature of
the offence and does not unjustifiably interfere with personal rights.

(4) An authorisation foran enquiry concerning communicationdata states:
1) the data thatareallowedto be collected by the enquiry;

2)the reasonfor collecting the data;

3) the period of time concerning which collection of the data is allowed.

(5) An order of the pre-trial investigation judge —or a court order —that disposes of the application of the
Prosecutor’s Office may bemadeasa noteon theapplication.

(6) In a situationof urgency whereitis not possible to obtain, at the proper time, an authorisation of the pre-rial
investigationjudge or of the court, anenquiry mentionedin subsection 2 of this section may be made under an
authorisation of the Prosecutor’s Office which has been given in a form thatis reproducible in writing and

11
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containsatleastthe particulars provided for by clauses 1 and 3 of subsection4 of this section. In such a case, a
reasonedapplicationforallowing the enquiry must be filed with the court within the first business day following
its making. The pre-trial investigation judge decides on allowing the enquiry by an order that maybemadeas a
note on the application of the Prosecutor’s Office.

Section 215 —Binding nature of orders and requirements issued by investigative authorities and the
Prosecutor’s Office

(1) Any orders or requirements issued by investigative authorities and the Prosecutor’s Office in any criminal
proceedings they are conducting are binding on everyone and are executed throughout the territory of the
Republic of Estonia. Where the subject-matter of criminal proceedings is an act of a person servingin the
Defence Forces, such orders or requirements are binding on members of the Defence Forces who are carrying
outa missionabroad. The costs incurred to comply with a requirement or order are not subject to compensation.

(2) An investigative authority conducting criminal proceedings has a right to make a written request to another
such authority for the performance of single procedural operations and for any otherassistance. Suchrequests
arefulfilled without delay.

(3) On an application of the Prosecutor’s Office, the pre-trial investigation judge may enter an order by which
they impose a fine on a party to proceedings, another person participating in the proceedings or a non-party
who has failedto comply with the obligation provided by subsection 1 of this section. No fineis imposed on the
suspector accused.

Electronic Communications Act
Section 111 —0bligation to preserve data

(1) A communications undertaking is required to preserve the data that are necessary for the performance of
the following acts:

1) tracing and identification of the source of communication;

2) identification of the destination of communication;
3)identification of the date, time and duration of communication;
4) identification of the type of communications service;

5) identification of the terminal equipment or presumable terminal equipment of a user of communications
services;

6) determining of thelocation of the terminal equipment.

(2) The providers of telephone or mobile telephone services and telephone network and mobile telephone
network services arerequired to preserve the following data:

1) the number of the callerandthesubscriber's name and address;
2)the number of therecipient and the subscriber's name andaddress;

3) in the cases involving supplementary services, including call forwarding or call transfer, the number dialed
and thesubscriber'snameandaddress;

4)the dateand time of the beginning and end of the call;

5) the telephone or mobile telephone service used;

6) the international mobile subscriber identity (IMSI) of the callerandthe recipient;
7) the international mobile equipmentidentity (IMEl) of the caller and therecipient;
8) the cell ID atthetime of setting up the call;

9) the data identifying the geographiclocationof the cell by referencetoits cell ID during the period for which
data arepreserved;

12
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10) in the case of anonymous pre-paid mobile telephone services, the date and time of initial activation of the
serviceandthecell ID from which the service was activated.

(3) The providers of Internet access, el ectronic mailand Internet telephony services are required to preserve the
following data:

1) the user IDs allocated by the communications undertaking;

2) the user ID and telephone number of any incoming communication in the telephone or mobile tel ephone
network;

3) the name and address of the subscriber to whom an Internet Protocol (IP) address, user ID or tel ephone
number was allocated at the time of the communication;

4)the user ID or telephone number of theintended recipient of anInternet telephony call;

5)the name, address and user ID of thesubscriber who is theintended recipientin the case of el ectronic mail
and Internet telephony services;

6) the dateand time of beginning and end of the Internet session, based on a given time zone, together with the
IP address allocated to the user by the Internet service provider and the user I1D;

7)the dateand time of thelog-in and | og-off of the electronic mailservice or Internet telephonyservice, based
ona giventimezone;

8) the Internetservice used in the case of electronic mail and Internet telephonyservices;

9) the number of the callerin the case of dial-up Internet access;

10) thedigital subscriber line (DSL) or other end point of the originator of the communication.
[...]

Section 112 —Obligation to provide information

(1) If an agency or authority specified in subsection 111 (11) of this Act submits a request, a communications
undertakingis required to provide at the earliest opportunity, but not later than ten hours after receiving an
urgentrequest or withinten working days after receipt of therequestiftherequestis noturgent, if adherence
to the specified terms is possible based on the substance of the request, the agency or authority with
information concerningthe data specified insubsections 111 (2) and (3) of this Act.

(2) A request specified in subsection (1) of this section shall be submitted in writing or by electronic means.
Requests concerning the dataspecified inclauses111(2) 1)and2)and (3) 3) of the Act may alsobe submitted
in oral form confirming the request with a password. Access to the data s pecified in subsection (1) of this section
may be ensured, on the basis of a written contract, by way of continuous el ectronic connection.

(3) A communications undertaking providing mobile telephone services is required to provide a surveillance
agency and security authority and the Police and Border Guard Board on the bases provided for in the Police
and Border Guard Act with real timeidentification of the | ocation of the terminal equipment usedin the mobile
telephone network.

(4) Access to the data specified in subsection (3) of this section must be ensured on the basis of a written contract
and by way of continuous el ectronic connection.

FRANCE

Code of Criminal Procedure
Article 60-1%

The public prosecutor or the judicial police officer or, under the supervision of the latter, the judicial police
officer may, by any means, require any person, any private or public institution or body or any public

“2The following constitutes a courtesy translation.
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administrationthat may holdinformation relevant to the investigation, including, subject to Article 60-1-2, those
resultingfroma computerized system or from the processing of personal data, to submit thatinformation to it,
in particular in numerical form, where appropriate in accordance with standards laid down by regulation,
without being opposed to it, without legitimate grounds, the obligation of professional secrecy. Where the
requisitions concern persons mentioned in Articles 56-1 to 56-5, the provision of information may only take
placewiththeirconsent.

With the exception of the persons mentioned in Articles 56-1 to 56-5, failure to respond to this requisition as
soon as possibleandif necessaryinaccordance with the required standards shall be punished by a fine of 3,750
euros.

The evidence obtained by a requisitiontaken in violation of Article 2 of the Law of 29 July 1881 on Freedom of
the Press may not be admitted intoevidence on penalty of invalidity.

Article 99-3%

The investigating judge or the judicial police officer by him committed may, by any means, require any person,
institution or body, private or public, or any public administration that s likely to hold documents relating to the
investigation, including, subject to Article 60-1-2, those resulting from a computerized system or from the
processing of personal data, to submit those documents to him, in particular in digital form, without being
precluded, without legitimate reason, from the obligation of professional secrecy. Where the requisitions
concern persons mentioned in sections 56-1 to 56-3 and in section 56-5, the delivery of documents may only
take placewith theiragreement.

In the absence of a response from the person to the requisitions, the provisions of the second paragraph of
article60-1shallapply.

The last paragraph of Article 60-1shallalso apply.

Wheretherequisitions relate to data mentioned inarticle 60-1-1and issued by a lawyer, they may be made only
onreasoned order of the judge of liberty and detention, seized for this purpose by the investigating judge, and
the lastthree paragraphs of Article 60-1-1shall apply.

GREECE

Code of Criminal Procedure
Article 251 —Tasks of the person who is the person who is responsible for the investigation - principle of

proportionality*

1. Investigators responsible for investigating criminal investigations under Article 249(2) and (3) must without
delay collect information on the crime and its perpetrators, examine witnesses and accused persons, and
proceed to an action of self-examinationon the spot after taking them withthem; if necessary, forensicor other
experts, to conductinvestigations, to take up evidenceand, in general, to actin whatever way is necessary for
the collectionandmaintenance of evidence, andto ensure thetrace of crime.

2. During any investigative measure, the investigating judge and the investigating officers must respect the
principle of proportionality (Article 25(1) of the Constitution).

LITHUANIA

Code of Criminal Procedure
Article 97 — Exaction of the objects and documents relevant to investigation and prosecution of a criminal
offence

A pre-trial investigation officer, a prosecutor and a court have the right to order natural and legal persons to
submitobjects and documents relevant to the investigation and prosecution of a criminal offense.

3 The following constitutes a courtesy translation.
“ The following constitutes a courtesy translation.
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Article 155 —Prosecutor's right to access information

(1) The prosecutor, having adopted a decision and received the consent of the pre-trial judge, shall have the
right to enter any state or municipal, public or private institution, undertaking or organisation and request access
to the necessary documents or other necessary information, to make recordings or copies of the documents and
information, or to receive specified information in writing, provided that such access is necessary for the
purposes of theinvestigation of a criminal act.

POLAND

Article 218 —Obligation to hand over correspondence, parcels and data

(1) Offices, institutions and entities operating in the field of postal or telecommunications activities, customs
and tax offices, and transportinstitutions andundertakings are obliged to hand over to the court or the public
prosecutor, attherequestof the order, the correspondence and parcelsandthe datareferred to in Article 180c
of the obligation to retain and store and Article 180d the obligation to ensure conditions for access to and
recording of the processed datain the Act of 16 July 2004 —Telecommunications Law (Journal of Laws of 2021,
item 576 and of 2022, item 501), if they are relevant to the ongoing proceedings. Only the court or the public
prosecutor hastherightto openthemor order themto be opened.

(2) The order referredtoin § 1 shall beserved on the addressees of the correspondence andon the subscriber
of the telephone or the sender whose list of calls or other communications of information has been issued.
Service of the order may be postponed for a specified period of time necessary forthe good of the case, but no
later than until the finalconclusion of the proceedings.

(3) Correspondence and parcels which are not relevant to the criminal proceedings must be returned without
delay to the competent authorities, institutions or undertakings referred to in paragraph 1.

Article 236a —Appropriate application of the provisions of the Chapter to the information data or the
information system

The provisions of this Chapter shall apply mutatis mutandis to the operator and user of a device containing
informationtechnology data or aninformation system, with respect to the data stored inthat device or system
orona mediumathisdisposal or use, including correspondence sent by e-mail.

PORTUGAL

CybercrimeLaw
Article 14 - Injunction for providing data orgranting access to data

(1) If during the proceedings it becomes necessary for the gathering of evidence in order to ascertainthe truth
to obtaincertain and specific datastored ina givensystem, the judicial authority orders to the person who has
the control oravailability of those data to communicate these data or to allow the access to them, under penalty
of punishment for disobedience.

(2) The order referred to in the preceding paragraph identifies the data inquestion.

(3) In compliance with the order described in paragraphs 1 and 2, whoever has the control or availability of such
data transmits these data to the competent judicial authority or allows, under penalty of punishment for
disobedience, the access to the computer system where they are stored.

(4) The provisions of this Article will apply to service providers, who may be ordered to report data on their
customers or subscribers, which wouldinclude anyinformation other than the trafficdata or the content data,
held by the service provider, in order to determine:

a) thetype of communicationservice used, the technical measures taken inthis regard and the period of service;

b) the identity, postal or geographic address and telephone number of the subscriber, and any other access
number, the data for billingand payment available under a contract or service agreement, or

c) any other information about the location of communication equipment, available under a contract or service
agreement.
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(5) Theinjunction contained inthis article may not be directed to a suspect or a defendantin thatcase.

(6) The injunction described under this article is not applicable to obtain data from a computer system used
within a legal profession, medical, banking and journalists activities.

(7) The system of professional secrecy or official and State secrets under Article 182 of the Code of Criminal
Procedure shall apply mutatis mutandis.

ROMANIA

Code of Criminal Procedure
Article 170 - Surrender of objects, documents or computer data

(1) Inthe event thatthere is a reasonable suspicionin relation to the preparation or commission of an offense
and there are reasons to believe that an object or document can serve as evidence in a case, the criminal
investigation bodies or the court may order the natural person or legal entity holding them to provide and
surrenderthem, subject to receiving proof of surrender.

(2) Also, under the terms of para. (1), criminalinvestigation bodies or the court may order:

(a) any natural person orlegal entity onthe territory of Romania to communicate specificcomputer data intheir
possession or under their control thatis stored ina computer system or on a computer data storage medium;

(b) any provider of public electroniccommunication networks or provider of electroniccommunication services
intended for the public to communicate s pecific data referringto subscribers, users and to the provided services
thatis inits possession orunderits control, otherthanthe content of communications and then those s pecified
by Art. 138 para.(1)itemj).

(271) Natural persons or legal entities, including providers of public electronic communication networks or
providers of electronic communication services intended for the public, can ensure the signing of the data
requested under para.(2), by using an extended electronic signature based on a qualified certificateissued by
an accredited certification service provider.

(272) Any authorized persontransmitting data requested under para. (2) can sign the transmitted data by using
an extended electronic signature based on a qualified certificate issued by an accredited certification service
provider, and which allows foran unambiguous identification of the authorized person, thus taking responsibility
for theintegrity of the transmitted data.

(273) Any authorized person receiving data requested under para. (2) can check the integrity of the received
data and certify such integrity by signing them, by means of an extended electronic signature based on a
qualifiedcertificateissued by anaccredited certification service provider, and which allows for an unambiguous
identificationof the authorized person.

(274) Each person certifying data based on anelectronic signature shall be liable for the integrity and s ecurity of
such data under thelaw.

(275) The stipulations of para. (271) - (274) shall be applied by following the procedures set by the
implementation regulations for the applicability of this law.

SLOVAKIA

Code of Criminal Procedure Act no 301/2005 Coll.
Section 90 - Storage and Disclosure of Computer Data

1. If storage of saved computer dataincluding traffic data saved by means of computer systemis necessaryin
order to clarifyfacts significant for criminal proceedings, then the presidingjudge ora prosecutor within pre-trial
proceedings or prior to the commencement of criminal prosecutionmayissue an orderthat needs to be justified
by factual circumstances and addressed to a personinwhose possession or under whose control suchdata are,
or to a service provider of such services, with the view of:

a) storesuch data and maintaintheintegrity thereof,
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b) allowthe productionor retention of a copy of such data,
c) preventaccessto such data,
d) remove such data from the computer system,

e) surrender suchdata forthe purposes of criminal proceedings.
[...]
SLOVENIA

Code of Criminal Procedure
Article 149b

(1) If there are grounds for suspecting that it has been committed, that an offence referred to in the fourth
paragraphofthe precedingarticleis being carried out or thatan offence referredto in the fourth paragraph of
the preceding article is being carried out and that it is necessary to obtain traffic data relating to the
communication of the suspect, injured party or persons referred to in the second paragraph of the preceding
article in order to detect, prevent or prove that this criminal offence or to detect the offender, on a reasoned
proposalby the public prosecutor, the investigating judge may order an operator orinformationsociety service
provider to communicate to the competent authority relevant information relating to such communication
existing at the time when the order was issued. In an order, the investigating judge defines the categories of
informationitrequests. The order shall be served on the operator or information society service providerin so
farasitrelatestoit.

(2) The proposal and the order must be in writing and must contain data allowing the unique identification of
the means of communication or user, a justification of the reasons, the relevant period of time for which the
data arerequested, other relevant circumstances justifying the application of the measure and an appropriate
period for enforcement. Theidentification of the means of communicationshall be sufficiently precise to limit
the requestto a pre-limited and identifiable list of persons.

(3) Exceptionally, if a written order cannot be obtained in time and thereis a risk that human life or health would
be endangered as a result of the delay, the investigating judge may, on an oral proposal from the public
prosecutor, order the measure referred to in the first paragraph of this article to be executed by means of an
oral order directly to the operator or information society service provider. The investigating judge makes an
official note on the public prosecutor's oral application. The written order must beissued no laterthan 12 hours
after theoral orderwasissued. If, in the course of the drafting of a written extract, itturns out that the imposed
measure was notjustified, it shall proceed in accordance with the fourth paragraph of Article 154 of this Act.

(4) An operatororaninformation society service provider shall not disclose to its user, subscriber or third parties
thatithas provided or will provide certain information in accordance with this article. It may not disclose this 24
months after the month during which the execution of the order ended. The investigating judge may, by order,
seta differenttimelimit, extend the timelimit by a maximum of 12 months, but not morethan twice, shorten
the timelimitor annul the prohibition of familiarisation.

(5) Data relating to the content of a communication may not berequested or obtained under this article.

Article 149c¢

(1) If there are grounds to suspect that it has been committed, thatitis beingenforced or that an offence is
being prepared or organised, for which the offender is being prosecuted ex officio and which is punishable by
one or more years of imprisonment and it is necessary to obtain traffic data relating to the suspect's
communicationin order to detect, preventor prove that offence or to detect the offender, theinjured party or
persons referred to in the second paragraph of Article 149.a of this Act, or if the lawful user of the means of
communicationagrees, theinvestigating judge may, on a reasoned proposal by the public prosecutor, order the
operator or information society service provider to start securing the necessary traffic data related to
communication and communicating them to the competent authority. The investigating judge must specify in
the order the categories of informationherequests andthe period for which the measure is ordered, which may
not exceed three months. By new order, the investigating judge may order the extension of the measure for
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three months. If a measure pursuant to Article 150 of this Act is also ordered against the means of
communication, thejudge may order measures under this article forthe entire duration of the execution of the
measures referred toin Article 150 of this Act against this means of communication. The order shall be served
on the operator orinformation society service providerin sofarasitrelatestoit.

(2) The proposal andorder mustbein writingand contain data allowing the uniqueidentification of the means
of communication or user, a justification of the reasons, the relevant period of time for which the measure is
ordered, the frequency of communication of the information to the competent authority and other relevant
circumstances justifying the application of the measure, including an explanation of proportionality. The
identification of the means of communication shall be sufficiently precise to limit the request to a pre-limited
and identifiable list of persons.

(3) The order may notrequire the transmission of data relating to the location of the means of communication
or user, except for the offences referred to in the fourth paragraph of Article 149.a of this Act or with the consent
of the |l egitimate user of the means of communication.

(4) An operatororaninformation society service provider shall not disclose to its user, subscriber or third parties
thatithas provided or will provide certain information in accordance with this article. It may not disclose this 24
months after the month during which the execution of the order ended. The investigating judge may, by order,
seta differenttimelimit, extend the time limit by a maximum of 12 months, butnot more than twice, shorten
the time limit or annul the prohibition of familiarisation. Notwithstanding the provisions of this paragraph, in
the case of transmission of data on the basis of the consent of the lawful user, the operator or provider of the
informationsociety service shall inform the lawful user about the execution ofthe order within eight days of the
transmission of the data.

(5) Data relating to the content of a communication may not be requested or obtained under this article.
Article 149¢

(1) Iftherearegrounds for the suspicionthata criminal offence prosecutable ex officio has been committed or
is being prepared for which the perpetratoris prosecutable ex officio and if, for the purpose of detecting,
preventing or proving this criminal offence or detecting the perpetrator, itis necessary to obtain the subscriber
data on the owner orthe user of a particular communication medium orinformation service, or on the existence
and content of its contractual relationship with the IT operator or information service provider regarding the
performance of communicationactivities or informationservices, the court, state prosecutor orthe police may
requestinwritingthatthelT operator or informationservice provider transmit such information even without
the consent of the data subject. The written request must include the legal instruction referred to in
paragraph(2) of this article and an indication of the competent court. In the written request, the state
prosecutor orthe police mustspecify indetail the categories of requested subscriber data.

(2) The IT operator or information service provider may, for substantiated reasons and atits own expense,
submittherequested information together with a copy of the written request to the competent courtinstead
of to the police or the state prosecutor. Upon receipt, the court shall verify the legality of the categories of
information stated intherequest. If therequestalso contains information other thansubscriber data referred
to in paragraph (1) of this article or information that may not be transmitted pursuantto paragraph (4) of this
article, thereceived information shall be destroyed; otherwise, it shall be forwardedto the state prosecutor or
the police. In the event of destruction, the investigating judge s hall make an official note thereof whichshall be
sent to the IT operator or information service provider, the head of the competent district state prosecutor’s
office or the state prosecutor, the ministry responsible for supervising police work and the police.

(3) The IToperator or information service provider may not discloseto its user, subscriber or third parties that
ithas or will transmit certain information inaccordance with this article. Such information maynot be disclosed
for 24 months afterthe end of the month in which the data were transmitted. In the eventthatthe I T operator
or information service provider receives a court order withinthis periodthatrefers to the information obtained
upon the request referred to in this article, the period of the prohibited disclosure of that request shall be
extended until the expiryof the timelimitthat mightbe setin the orderreceived. By anorder, the investigating
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judgeor courtmay seta differenttimelimit, extend itby a maximum of 12 months, butnot morethan twice,
shorten the time limit or remove the prohibition on disclosure.

(4) Under this article, it shall not be possible to request or obtain traffic data related to any identifiable
communication, or data that must be obtained by processing data that can only be obtained pursuant to
Articles 149band 149c of this Act. Under this article, it shallalso not be possible to request or obtain data relating
to the content of communication.

Code of Criminal Procedure
Article 588 ter j. Existing data in the automated files of the service providers

1. The electronicdata kept by the service providers or people who facilitate the communicationin compliance
with the legislation on data retention relating to electronic communications or on their own initiative for
commercial reasons or of other nature and that are linked to communication processes, may only be handed
over for incorporation into the process withjudicial authorization.

2. When the knowledge of such data is indispensable for the investigation, the competent magistrate shall be
requested for issuing the authorizationto gather theinformation existinginthe automated files of the service
providers, including the cross orintelligent search of data, provided that the nature of the datato be knownand
the reasons justifyingthe transferare specified.

Article 588 ter k. Identification through IP number

When in the performance of the duties of prevention and discovery of crimes committed on the internet, the
judicial police officer has access to an IP address that was being used for committing a crime, and the
identificationandlocation of the equipment or the connectivity device or the user’s personal identification data
is not recorded, they will require the investigating judge to request the agents subject to the duty of
collaborationunder Article 588 ter e, the transfer of data allowing the identificationand location of the terminal
or the connectivity device andtheidentification of the suspect.

Article 588 ter I. Identification of terminals through capturing identification codes of the device or of its
components

1. As long as within theinvestigation frameworkit had not been possible to obtaina certainsubscriber’'s number
and thiswasindispensable for the purposes of theinquiry, the Judicial Police officers may use technical devices
that allow to gain access to the identification codes or technical labels of the telecommunication device or of
someofits components suchas IMSlor IMEInumber and, ingeneral, of any technical means which, according
to the state of technology, is suitable to i dentify the communicationequipment used or the card used to access
the telecommunications network.

2. Once the codes allowing the identification of the device or of some of its components have been obtained,
the judicial police officer mayrequest the competent magistrate the communications intervention in the terms
set forth in Article 588 ter d. The request shall inform the Court on the use of the devices referred to in the
preceding subsection.

The Courtshallissuea reasoned ruling granting or denying the request for intervention inthe period s pecified
inArticle588bisc.

Article 588 ter m. Identification of the holders or terminals, or connectivity devices

When, in the exercise of theirfunctions, the public prosecutor or judicial police need to know the ownership of
a phone number or of any other communication means or, inthe opposite sense, require the tel ephone number
or the identifying data of any communication means, can turn directly to the providers of telecommunication
services, of access to a telecommunications networkor ofservices of the information society who will be obliged
to meet the requirement, under penalty of incurringthe offence of disobedience.
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