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Mr. PETERS, from the Committee on Homeland Security and
Governmental Affairs, submitted the following

REPORT

[To accompany S. 1560]

[Including cost estimate of the Congressional Budget Office]

The Committee on Homeland Security and Governmental Affairs,
to which was referred the bill (S. 1560) to require the development
of a comprehensive rural hospital cybersecurity workforce develop-
ment strategy, and for other purposes, having considered the same,
reports favorably thereon with an amendment in the nature of a
substitute and recommends that the bill, as amended, do pass.
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I. PURPOSE AND SUMMARY

S. 1560, the Rural Hospital Cybersecurity Enhancement Act, aims
to address the need for skilled cybersecurity professionals in rural
healthcare settings. The legislation directs the Cybersecurity and
Infrastructure Security Agency (CISA) to develop a comprehensive
strategy to improve cybersecurity preparedness and create a tech-
nical workforce to protect rural healthcare systems from cyber
threats.

The legislation requires the CISA Director to ensure that the
strategy include topics, like opportunities for public-private part-
nerships to strengthen cybersecurity, development of curricula and
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training resources to build technical skills of the healthcare work-
force, and policy recommendations. The strategy will also identify
workforce challenges and common mitigation practices for rural
and non-rural hospitals. Moreover, the bill requires the CISA Di-
rector to make cybersecurity instructional materials available for
rural hospitals and to annually report to the Homeland Security
and Governmental Affairs Committee of the Senate and Committee
on Homeland Security in the House of Representatives with up-
dates regarding the strategy and any programs that have been im-
plemented pursuant to the strategy.

II. BACKGROUND AND NEED FOR THE LEGISLATION

Cyberattacks on critical infrastructure continue to increase in so-
phistication as cyber adversaries and criminals compromise vital
assets integral to the delivery of critical services to the public.! The
health care and public health sectors face cyberattacks that threat-
en the confidentiality, availability, integrity, and reliability of sys-
tems, data, and personnel that provide lifesaving, diagnostic, and
comprehensive care to patients across the country.2 The expansion
of interconnected medical devices and systems used for patient
care, medical research, health care, and public health operations
has increased potential points of entry to networks for adversaries
or criminals.3 Cyber-attackers continue to target the paths of least
resistance to compromise systems, often through under-resourced
rural health care delivery ecosystems.4

Rural health care ecosystems are vulnerable to cyber-attacks due
to a combination of factors, such as staffing shortages, lack of ex-
pertise in cybersecurity, and inadequate resources.® According to
two health care executives, the leadership of rural medical facilities
are often forced to decide whether to invest in personnel and re-
sources to enhance cybersecurity defenses, or in personnel and re-
sources capable of maintaining the delivery of patient care. St.
Margaret’s Health in Spring Valley, Illinois, for example, had its
systems crippled by ransomware, preventing the organization from
submitting claims to insurers, Medicare, and Medicaid, for months,
and ultimately leading to the organization closing its facility.6 A
2021 analysis of ransomware attack impacts on hospitals found
short term critical care disruptions, including the diversion of

1Government Accountability Office, Cybersecurity High-Risk Series: Challenges in Protecting
Cyber Critical Infrastructure (GAO-23-106441) (Feb. 7, 2023).

2Greg Garcia, Executive Director, Healthcare Sector Coordinating Council, Interview with
Senate Committee on Homeland Security and Governmental Affairs (Mar. 1, 2023).

3 Kate Pierce, Senior Virtual Information Security Officer, Fortified Health Security, Interview
with Senate Committee on Homeland Security and Governmental Affairs (Feb. 27, 2023); Greg
Garcia, Executive Director, Healthcare Sector Coordinating Council, Interview with Senate Com-
mittee on Homeland Security and Governmental Affairs (Mar. 1, 2023); Healthcare and Public
Health Sector Coordinating Council Cybersecurity Working Group, Health Industry Cybersecu-
rity-Managing Legacy Technology Security, (Mar. 3, 2023) (www.healthsectorcouncil.org/legacy-
tech-security/); Armis: Armis Data Highlights Increased Risk for Healthcare Organizations as At-
tack Surface Expands (Nov. 10, 2021); Government Accountability Office, Cybersecurity High-
Risk Series: Challenges in Protecting Cyber Critical Infrastructure (GAO-23-106441) (Feb. 7,
2023).

41d.

5Minnesota Department of Health, Office of Rural Health and Primary Care, Critical Access
Hospitals (www.health.state.mn.us/facilities/ruralhealth/flex/cah/index.html) (accessed Dec. 12,
2023); Centers for Medicare and Medicaid Services, Critical Access Hospitals (www.cms.gov/
Igledicare/PrO\)Iider-Enrollment-and-Certiﬁcation/CertiﬁcationandComplianc/CAHs) (accessed

ec. 11, 2023).

6 An Illinois Hospital is the First Health Care Facility to Link its Closing to a Ransomware
Attack, NBC News (June 12, 2023) (www.nbcnews.com/tech/security/illinois-hospital-links-clos
ure-ransomware-attack-recna85983).
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emergency patients to other hospitals which can drastically reduce
patient survival rates, and long-term complications of care for pa-
tients.” The study found that victim hospitals were more likely to
experience hospital strain for weeks or even months after the at-
tack, leading to worsening health outcomes for patients, including
excess deaths.8

Additionally, rural hospitals struggle to recover the costs associ-
ated with being victims of cyberattacks. The second-hand impacts
of attacks are often handed down to patients, medical insurance
providers, electronic health record companies, and cybersecurity in-
surance providers.? The “hack one, breach many” strategy of
cybercriminals is prevalent in the rural health care delivery eco-
system. Here, rural hospitals frequently do not have basic or robust
security practices. They often further lack technology teams to de-
fend their infrastructure, conduct and plan for continuity and re-
covery if an attack occurs, and conduct risk-based analysis on the
evolving threat landscape.10

S. 1560, the Rural Hospital Cybersecurity Enhancement Act fol-
lows a hearing before this Committee in March 2023, in which
rural health care facilities were identified as soft targets for
cybercriminals.1l Vulnerabilities in the cybersecurity of rural hos-
pitals can also be used to disrupt larger healthcare systems, poten-
tially jeopardizing the sensitive medical and personal data of hun-
dreds of thousands of American patients simultaneously. This bill
will increase the cyber-resilience of the rural health care delivery
ecosystem and establish the steering of these collaborative efforts
through CISA.

III. LEGISLATIVE HISTORY

Senator Josh Hawley (R-MO) introduced S. 1560, the Rural Hos-
pital Cybersecurity Enhancement Act, on May 11, 2023, with origi-
nal cosponsor Senator Gary Peters (D-MI). The bill was referred to
the Committee on Homeland Security and Governmental Affairs.
Senator Jon Ossoff (D-GA) and Senator Raphael Warnock (D-GA)
joined the bill as cosponsors on May 16, 2023 and July 19, 2023,
respectively.

The Committee considered S. 1560 at a business meeting on
June 14, 2023. At the business meeting, Senator Hawley, for him-
self and Senator Peters, offered a substitute amendment to the bill,
as well as modification to the substitute amendment. The Hawley-
Peters substitute amendment as modified made technical edits and
clarified that relationships between, or common issues facing, rural
and non-rural health care systems may be helpful in addressing
rural healthcare challenges. The substitute amendment as modified
also removed a Federal Advisory Council Act exemption in the bill.
The Committee adopted the modification to the Hawley-Peters sub-

7Cybersecurity and Infrastructure Security Agency, Provide Medical Care is in Critical Condi-
tion: Analysis and Stakeholder Decision Support to Minimize Further Harm (September, 2021)
(www.cisa.gov/sites/default/files/publications/Insights_MedicalCare FINAL-v2_0.pdf).

81d

9 Kate Pierce, Senior Virtual Information Security Officer, Fortified Health Security, Interview
with Senate Committee on Homeland Security and Governmental Affairs (Feb. 27, 2023).

10 CORL Technologies, Mitigating Fourth-Party Cyber Risks in Healthcare, CORL Technologies
(blog) (Apr. 21, 2022) (www.corltech.com/blog/mitigating-fourth-party-cyber-risks-in-healthcare/).

11 Senate Committee on Homeland Security and Governmental Affairs, Hearing Memorandum,
In Need of a Checkup: Examining the Cybersecurity Risks to the Healthcare Sector, 118th Cong.
(Mar. 16, 2023) (S. Hrg. 118-55).
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stitute amendment by unanimous consent with Senators Peters,
Hassan, Sinema, Rosen, Padilla, Ossoff, Paul, Lankford, Romney,
Scott, and Hawley present. The Hawley-Peters substitute amend-
ment, as modified, was adopted by unanimous consent with Sen-
ators Peters, Hassan, Sinema, Rosen, Padilla, Ossoff, Paul,
Lankford, Romney, Scott, and Hawley present.

Senator Paul offered an amendment adding a provision stating
that no additional funds are authorized for the implementation of
the bill. The Paul amendment was adopted by voice vote with Sen-
ators Peters, Hassan, Sinema, Rosen, Padilla, Ossoff, Paul,
Lankford, Romney, Scott, and Hawley present.

The bill, as amended the Hawley-Peters substitute amendment
as modified and the Paul amendment, was ordered reported favor-
ably by roll call vote of 10 yeas to 0 nays, with Senators Peters,
Hassan, Sinema, Rosen, Padilla, Ossoff, Lankford, Romney, Scott,
and Hawley voting in the affirmative and Senator Paul recorded
“present.” Senators Carper, Blumenthal, Johnson, and Marshall
voted yea by proxy, for the record only.

IV. SECTION-BY-SECTION ANALYSIS OF THE BILL, AS REPORTED

Section 1. Short title

This section establishes the name of the bill as the “Rural Hos-
pital Cybersecurity Enhancement Act.”

Section 2. Definitions

»” «

This section defines the terms “agency,
of Congress,” “Director,” “geographic division,
“Secretary.”

appropriate committees
” “rural hospital,” and

Section 3. Rural hospital cybersecurity workforce development strat-
egy

Subsection (a) requires the Secretary of Homeland Security, act-
ing through the Director of CISA, to develop and transmit a com-
prehensive rural hospital cybersecurity workforce development
strategy to the Senate Homeland Security and Governmental Af-
fairs Committee (HSGAC) and the House Committee on Homeland
Security (CHS).

Subsection (b) allows the Secretary of Homeland Security and
CISA Director to consult with the Secretaries of Health and
Human Services, Education, Labor, and any other appropriate
agency in carrying out subsection (a). It also requires the Secretary
of Homeland Security to consult with at least two representatives
of rural healthcare providers from each of the nine U.S. geographic
divisions determined by the Census Bureau.

Subsection (c) requires that the strategy under subsection (a)
consider partnerships with non-governmental entities, cybersecu-
rity curricula and teaching resources for use in rural educational
institutions, identification of and best practices to mitigate cyberse-
curity workforce challenges in rural hospitals, and policy rec-
ommendations.

Subsection (d) requires the Secretary of Homeland Security to
provide an annual briefing to HSGAC and CHS that includes up-
dates to the strategy, any programs or initiatives established pur-
suant to the strategy and the number of individuals served, addi-
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tional policy recommendations, and the effectiveness of the strategy
in addressing the need for skilled cybersecurity professionals in
rural hospitals.

Section 4. Instructional materials for rural hospitals

Subsection (a) requires the CISA Director to make available in-
structional materials for rural hospitals that can be used to train
staff on fundamental cybersecurity efforts.

Subsection (b) requires the CISA Director to, in carrying out sub-
section (a), consult with appropriate federal agencies and non-gov-
ernmental experts, identify existing materials that can be adapted
for use and create new materials as needed, and conduct an aware-
ness campaign to promote the materials.

Section 5. No additional funds

This section states that no additional funds are authorized to be
appropriated for the purpose of carrying out this bill.

V. EVALUATION OF REGULATORY IMPACT

Pursuant to the requirements of paragraph 11(b) of rule XXVI of
the Standing Rules of the Senate, the Committee has considered
the regulatory impact of this bill and determined that the bill will
have no regulatory impact within the meaning of the rules. The
Committee agrees with the Congressional Budget Office’s state-
ment that the bill contains no intergovernmental or private-sector
mandates as defined in the Unfunded Mandates Reform Act
(UMRA) and would impose no costs on state, local, or tribal govern-
ments.

VI. CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

S. 1560, Rural Hospital Cybersecurity Enhancement Act

As ordered reported by the Senate Committee on Homeland Security and Governmental Affairs

on June 14, 2023

By Fiscal Year, Millions of Dollars 2023 2023-2028 2023-2033
Direct Spending (Outlays) 0 0 0
Revenues 0 0 (1]
Increase or Decrease (-)

in the Deficit 0 0 0
Spending Subject to "
Appropriation (Outlays) 0 5 (BRI
Increases net direct spending in Statutory pay-as-you-go procedures apply? No
any of the four consecutive 10-year No

periods beginning in 2034? Mandate Effects

Increases on-budget deficits in any Contains intergovernmental mandate? No
of the four consecutive 10-year No

periods beginning in 2034? Contains private-sector mandate? No

S. 1560 would require the Cybersecurity and Infrastructure Secu-
rity Agency (CISA) to study cybersecurity threats facing rural hos-
pitals. Under the bill, CISA would provide the Congress with rec-
ommendations to improve the recruitment and training of cyber
professionals at rural hospitals. The bill also would require CISA
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to develop and disseminate information on cyber safety measures
to employees of rural hospitals.

Using information from CISA about similar information sharing
efforts, CBO anticipates that the agency would need two full-time
employees to prepare the reports and to develop online training re-
sources for rural hospital employees. CBO estimates that staff sala-
ries and technology costs to publish instructional materials would
total $5 million over the 2023-2028 period. Such spending would
be subject to the availability of appropriated funds.

The CBO staff contact for this estimate is Aldo Prosperi. The es-
timate was reviewed by Christina Hawley Anthony, Deputy Direc-
tor of Budget Analysis.

PHILLIP L. SWAGEL,
Director, Congressional Budget Office.

VII. CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED

This legislation would make no change in existing law, within
the meaning of clauses (a) and (b) of subparagraph 12 of rule XXVI
of the Standing Rules of the Senate, because this legislation would
not repeal or amend any provision of current law.

O




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2024-05-14T10:31:32-0400
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




