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Business Continuity
Management Policy -
External Version

PURPOSE

To define and regulate business continuity
framework, roles and responsibilities for the
implementation, maintenance and validation
of the Business Continuity Management
System (BCMS) where the main objective is to
protect against, reduce the likelihood of,
prepare for, respond to, and recover from
disruptive incidents when they arise.

SCOPE

This policy shall apply to all individuals working
for the company including
consultants, partners,

employees,
contractors, sub-
contractors, vendors and suppliers as well as
the processes, technology infrastructure and
facilities that contribute to the delivery of the
Company's critical services and products within
the scope of the BCMS being implemented
within the Company.

EXCEPTIONS

1. All services and products that are provided
by the Company and are not part of the
defined scope statement of the Company's
BCMS.

2. All business units, departments, processes,
facilities and technical infrastructure that
do not contribute directly to the delivery of
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the critical services and products which are
within the defined scope of the Company's
BCMS.

Policy Statement

BCMS Framework

The strategic objectives and requirements for
the BCMS are as follows:

1.

Ensure continuity and timely recovery of
critical services and products of the
Company within the defined Maximum
Tolerable Period of Disruption (MTPD) in the
face of disruptive incidents

Establish and maintain an effective Crisis
Management structure to enable the
Company to effectively operate in the event
of a disruption

Ensure any negative impact on employees
and key stakeholders are minimized
Ensure the Company’s reputational integrity
is maintained during and following a
disruptive incident

Ensure applicable laws and regulations
related to business continuity is complied
with

Enhance organizational capabilities related
to Emergency Response, Crisis
Management and Crisis Communication

The Company shall develop the BCMS taking

into account the following parameters :

e The Company's Values

e The Company's Brand & Reputation
¢ Financial Impact

e Regulatory Impact
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The Company shall establish and maintain a
comprehensive and robust BCMS that includes:
- Business Continuity (BC) Governance
Structure
- BC Strategy and Solutions
- BU specific BIA and Risk Assessment
annual review
- Organizational and BU specific BCP and
Recovery Plan
- MTPD and MBCO for critical products and
services
- Crisis Management Plan
- Communication Plan
- Training and Awareness Program
- Exercising and Testing Plan
- BCMS Internal and External Review Plan

Risks related to disruption of the business shall
be identified, assessed, treated and reported in
alignment with the Company Enterprise Risk
Management policy.

BCMS Compliance

All  applicable legal and regulatory
requirements pertaining to business continuity
(ref: Compliance Charter (OQ-BCMS-EXT-002) &
the interest of the relevant interested parties
shall be met during establishing, implementing

and maintaining the BCMS.

Standard ISO 22301
requirements shall be complied with.

The International
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The Company shall ensure that the critical
suppliers and service providers have
appropriate contingency plans and contractual
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agreements in place to support the delivery of
critical services and products.
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