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Executive Summary 
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Preface 

                                                           
1 ‘Spoofing’ (also known as a presentation attack) is the presentation of a fake biometric (such as a latex face mask, 
photograph, false finger or voice recording) of a legitimate, enrolled user to gain unauthorised access to a biometric 
recognition system. 
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The Biometrics Institute 
 

Biometrics, Privacy and Human Rights 

Vulnerabilities and Attacks on Biometrics Systems 
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 An Introduction to Biometric Systems and Identity 
 

 
 
 
 
 

                                                           
2 Identity verification- The importance of context and continuity of identity,  p11-16 Keesing Journal of Documents & 
Identity, Annual Report Identity Management 2011-2012 
3 In 1995, “Biometrics” was defined by the Biometric Consortium of the US Government as “…the automated recognition 
of individuals based on their behavioral and biological characteristics.” 
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4 “Human recognition systems are inherently probabilistic, and hence inherently fallible. The chance of error can be 
made small but not eliminated. System designers and operators should anticipate and plan for the occurrence of 
errors, even if errors are expected to be infrequent.” page 1, Biometric Recognition: Challenges and Opportunities, 
National Research Council, Washington (2010), available for download at: 
http://www.nap.edu/openbook.php?record_id=12720&page=1  
5 NB This Compendium deals mainly with those physical biometrics that are associated with human identity (face, 
fingerprints, DNA etc.) and not behaviour. Behavioural biometrics include modalities such as gait, keystroke and 
‘mouse’ use characteristics, written signatures etc. that measure patterns of human activity. 
6 List adapted from Jain et al “Biometrics: Personal Identification in Networked Society”, Norwell, Mass.: Kluwer 
Academic Publisher (1999) 

http://www.nap.edu/openbook.php?record_id=12720&page=1
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System Performance 

                                                           
7 Refer to the ICAO TRIP  Guide on Border Control Management, Montreal (2018) for further details 
8 The calculation of error rates requires an abstraction, the assumption of a closed set, to allow the subsequent 
completion of an all:all comparison of the database to derive and calculate the error rates. In many cases these 
calculations are performed in simulations using standardized datasets which may or may not be representative of live 
data in the real world. The error rate abstraction can be useful in system design and forecasting of 1:1 verification 
performance. In the real world, with a global population of over 7 billion, substitutions from outside the set are possible, 
and in the case of watch lists and intelligence datasets, anticipated to occur. Error rates need to be used with care and 
be applied only to the verification task. Real world matching performance of biometric systems may be significantly 
different from those predicted by error rate simulations. 
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9 also known as the Crossover Error Rate 
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The Role of Biometrics within Forensic Science 

 

 

 
 

 
 

 
 
 
 
 

                                                           
10 Forensic Biometrics: from two communities to one discipline. Proceedings of the International Conference of the 
Biometrics Special Interest Group 2012 Sept 6-7; Darmstadt, Germany. 
11 Many of these are described in detail in two publications available from the United Nations Office on Drugs and Crime 
(UNODC): ‘Police: Forensic services and infrastructure’ and ‘Staff skill requirements and equipment recommendations 
for forensic science laboratories.’ (www.unodc.org) 
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Case Study 2 – The Innocence Project 

                                                           
12 Forensic intelligence databases are often managed and operated by Forensic Scientists, based in forensic science 
laboratories, but some biometric databases such as fingerprint, DNA, voice and face systems may be operated within 
law enforcement environments by other personnel. 
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Forensic Science Biometric Databases: Data Categories 

                                                           
13 Modern DNA technology allows the rapid profiling of DNA buccal swabs taken from persons to be performed in fully 
automated devices either in the laboratory or at police stations/border posts in currently just over one hour. This means 
DNA database searches can be conducted, to establish if there are DNA matches with crime scene samples, while the 
person is detained or in custody. 
14 The term ‘Crime scene’ is used here in its widest context including physical locations, suspects, victims, witnesses 
and digital and electronic environments. 
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Forensic Science Biometric Databases: Search Categories 

Figure 2 – Forensic Science Biometric Databases – Search Permutations 

                                                           
15 The tip of each digit is rolled across the scanner platen or fingerprint form from nail edge to nail edge to record the 
maximum ridge flow and characteristic detail. The other impressions taken from the digits are known as ‘plain’ or ‘slap’ 
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impressions. These are taken simultaneously (two thumbs together and the four fingers from each hand) by pressing 
the finger directly downwards onto the platen/form. The plain impressions are taken as a quality assurance measure to 
ensure that the rolled prints have been recorded in the correct sequence. 
16 It is for this reason that all persons arrested for terrorism-related offences in the UK have a minimum of three sets of 
their finger and palm prints taken and this procedure is overseen by a fingerprint expert. Each set includes all the areas 
of friction ridge detail present on the hand i.e. standard rolled and plain impressions, the tips of the fingers, rolled 
impressions of all phalanges, the entire surface of the palm and ulnar side of the hand (Writer’s Palm) as well as plantar 
impressions (the soles of the feet and toes). This meticulous process produces the best set of reference fingerprints 
available for AFIS search and filing purposes as well as the largest available dataset of friction ridge detail for 1:1 
comparison with crime scene finger/palm/plantar marks especially those made by the tips or sides of fingers or any 
area of the palm.   
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17 See also DNA Database management review and recommendations, 2017, ENSFI DNA Working Group, April 
2017” http://enfsi.eu/wp-content/uploads/2017/09/DNA-databasemanagement-review-and-recommendatations-april-
2017.pdf 

https://www.google.com/url?q=http://enfsi.eu/wp-content/uploads/2017/09/DNA-databasemanagement-review-and-recommendatations-april-2017.pdf&sa=D&ust=1526985207877000&usg=AFQjCNH42v0RpjKIhreQhNYJEB3QWxNbPA
https://www.google.com/url?q=http://enfsi.eu/wp-content/uploads/2017/09/DNA-databasemanagement-review-and-recommendatations-april-2017.pdf&sa=D&ust=1526985207877000&usg=AFQjCNH42v0RpjKIhreQhNYJEB3QWxNbPA
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Forensic Science Biometric Databases – Limitations and Reporting Standards  
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Sample 
contains no 
useful 
biometric data 
for 
comparison 
purposes

Poor quality 
sample in terms 
of clarity and 
sufficiency of 
biometric 
features. Can be 
compared to 
other biometric 
data to establish 
either a potential 
exclusion or a 
low probabililty 
match

Better quality 
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biometric 
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be compared to 
other biometric 
data to 
establish either 
an exclusion or 
high probability 
match 
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Case Study 3 – Legacy Fingerprint Standards 

                                                           
18 For further reading on this subject see ‘Interpreting Evidence: Evaluating Forensic Science in the Courtroom’ by 
Bernard Robertson & G.A. Vignaux (Wiley ISBN 0471 96026 8) & ‘Introduction to Statistics for Forensic Scientists’ by 
David Lucy (Wiley ISBN 0-470-02200-0) & ‘Strengthening Forensic Science in the United States: A Path Forward’ by 
the National Research Council of the National Academies (The National Academies Press ISBN-13: 978-0-309-13135-
3). 
19 This method is known as ACE-V which stands for Assessment, Comparison, Evaluation and Verification. 
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Scientific Interpretation: Identity and Activity 

Recommended Practices 
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Reference Documents 

http://www.nap.edu/openbook.php?record_id=12720&page=1
http://www.biometricsinstitute.org/
http://www.bsigroup.com/
http://www.unodc.org/
https://www.google.com/url?q=http://enfsi.eu/wp-content/uploads/2017/09/DNA-databasemanagement-review-and-recommendatations-april-2017.pdf&sa=D&ust=1526985207877000&usg=AFQjCNH42v0RpjKIhreQhNYJEB3QWxNbPA
https://www.google.com/url?q=http://enfsi.eu/wp-content/uploads/2017/09/DNA-databasemanagement-review-and-recommendatations-april-2017.pdf&sa=D&ust=1526985207877000&usg=AFQjCNH42v0RpjKIhreQhNYJEB3QWxNbPA
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Governance and Regulation 

International Law, including Human Rights Law 

                                                           
20 See e.g. SC resolutions 1373(2001), 1624 (2005), 2178 (2014) and 2396 (2017); GA resolutions A/RES/68/276 and 
A/70/L.55 
21 See e.g. the EU Agency for Fundamental Rights publication ‘Under Watchful Eyes – Biometrics, EU-IT Systems & 
Fundamental Rights http://fra.europa.eu/en/publication/2018/biometrics-rights-protection 

http://fra.europa.eu/en/publication/2018/biometrics-rights-protection
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22 S/2015/975, para. 8; S/2015/939, Principle 15 (e). 
23 Human Rights Council Resolution A/HRC/RES/34/7 (2017).  
24 Human Rights Committee General Comment No. 16:  Article 17 (Right to privacy), para 3-4. 
25 ICCPR, Art. 2(1) and 26. 
26 Report of the Special Rapporteur on the right to privacy, A/HRC/31/64 (2016). 
27 Universal Declaration of Human Rights and ICCPR, preamble. 
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Ethics and Biometrics 

                                                           
28 ICCPR, Arts. 9, 14. 
29 ICCPR, Art. 2(3). 
30 The Human Rights Committee, in its general comment N° 16 (1988), stressed that States must take effective 
measures to ensure that information concerning a person’s private life does not reach the hands of persons who are 
not authorized by law to receive, process and use it, and that it is never used for purposes incompatible with the 
International Covenant on Civil and Political Rights. Effective protection should include the ability of every individual to 
ascertain in an intelligible form, whether and, if so, what personal data are stored in automatic data files, and for what 
purposes, with a corresponding right to request rectification or elimination of incorrect data. Every individual should 
also be able to ascertain which public authorities or private individuals or bodies control or may control their files. See: 
http://tbinternet.ohchr.org/_layouts/treatybodyexternal/Download.aspx?symbolno=INT%2fCCPR%2fGEC%2f6624&L
ang=en   
31 GA Resolution 45/95 (1990) on the Guidelines for the regulation of computerized personal data files and European 
Union General Data Protection Regulation 2018, Article 51 (Supervisory Authority).  
32 https://www.gov.uk/government/publications/biometrics-and-forensics-ethics-group 

http://tbinternet.ohchr.org/_layouts/treatybodyexternal/Download.aspx?symbolno=INT%2fCCPR%2fGEC%2f6624&Lang=en
http://tbinternet.ohchr.org/_layouts/treatybodyexternal/Download.aspx?symbolno=INT%2fCCPR%2fGEC%2f6624&Lang=en
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33 See Section E, paragraph 17 of UNHCR “Addressing security concerns without undermining refugee protection” 
http://www.refworld.org/docid/5672aed34.html 

http://www.refworld.org/docid/5672aed34.html
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Data Protection and the Right to Privacy  

Legal Enrollment Criteria and Data Standards 

                                                           
34 See also Security Council Resolutions 2195 (2014) and 2178 (2014) 
35 UN Security Council Resolution 2396 (2017) and its previous resolution 2178 (2014) 
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Data Retention or Deletion Policy 

                                                           
36 See the International Monetary Fund’s website in which anti-laundering and other anti-fraud instruments are listed 
www.imf.org  
37 See www.biometricsinstitute.org 
38 European Union General Data Protection Regulation 2018, Articles 7 (Consent), Article 17 (Right of Erasure), Article 
15 (Right of Access to Data)  

http://www.imf.org/
http://www.biometricsinstitute.org/
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Data Processing 

Data Sharing 

                                                           
39 UN Security Council Resolution 2322 (2016) on international cooperation and UN Security Council Resolution 2396 
(2017) Strengthening of Measures to Counter threats Posed by Returning Foreign Terrorists.  
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Preventing Misuse of Data 

                                                           
40 UN Security Council Resolution 2178 (2014) and the Madrid Declaration of the Ministers for Foreign Affairs at the 
special meeting of the Counter-Terrorism Committee of the Security Council 28th July 2015. 
41 Examples of sharing personal data between trusted recipients are the agreements between the UK’s ACRO 
recordable offence data with the US Federal Bureau of Investigations or other European Union police, immigration 
authorities or INTERPOL’S I-24/7 secure police to police communications system backed up by INTERPOL’s Stolen 
and Lost Travel Documents data base and the Travel Documents Associated with Notices System.  
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Data Security and Validation 

 

 

 

 

 

 

 

 

                                                           
42 A Privacy Impact Assessment (PIA) forms part of a ‘privacy by design’ approach to managing data within public and 
commercial organisations. The PIA process ensures compliance with legal and regulatory requirements for privacy by 
identifying potential risks and developing mitigation strategies to manage them. 
43 GA Resolution 45/95 (1990) on the Guidelines for the regulation of computerized personal data files and Biometrics 
Institute’s Biometric Privacy Guidelines designed for international use www.biometricsinstitute.org  
 

http://www.biometricsinstitute.org/
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Oversight 
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System Risk Management 

Introduction 

                                                           
44 A good example of this is the Redundant Array of Independent Drives (RAID) commonly found in Automated 
Fingerprint Identification Systems (AFIS). This configuration of smaller drives within the server can be combined to 
form a large array which improves performance, security and also provides redundancy within the server complex. 
Most law enforcement users will need their AFIS to operate on a 24/7/365 basis and consequently it is not an option to 
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Vulnerabilities and Emerging Threats 

 

 

 

 

                                                           
close down the system for a prolonged period of maintenance, upgrading or repair. The agile use of duplicated RAID 
therefore allows the system to operate continuously because more than one disc can fail or be removed from live 
operations and the data will be preserved on the active discs to ensure uninterrupted service delivery to the user. 
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Threats by Modality 
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Enrollment Quality 

Throughput and Capacity Management 

Identity Theft 
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International Standards 

Technical Operating Standards 
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Scientific Operating Standards and Quality Management Procedures 

                                                           
45 http://www.iso.org 
46 http://www.iec.ch 
47 https://www.cen.eu 
48 http://www.nist.gov 
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Procurement and Resource Management 

Procurement 
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Resource Management 
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Recommended Practices 

                                                           
49 It is for these reasons that ICAO mandates the use of images rather than templates in ePassports. This future-
proofing ensures that upgrades to improved matching algorithms remain an option for incorporation into border 
inspection system relying on biometrics (usually face images) read from ePasspeorts. 
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Reference Documents 
UN Security Council Resolutions 1373(2001), 1624 (2005), 2178 (2014), 2195 (2014) and 2396 (2017) & UN General 
Assembly Resolutions A/RES/68/276 and A/70/L.55 
 

http://fra.europa.eu/en/publication/2018/biometrics-rights-protection
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http://tbinternet.ohchr.org/_layouts/treatybodyexternal/Download.aspx?symbolno=INT%2fCCPR%2fGEC%2f6624&Lang=en
http://tbinternet.ohchr.org/_layouts/treatybodyexternal/Download.aspx?symbolno=INT%2fCCPR%2fGEC%2f6624&Lang=en
http://www.imf.org/
http://www.iso.org/
http://www.iec.ch/
https://www.cen.eu/
http://www.nist.gov/
http://www.refworld.org/docid/5672aed34.html
http://www.gov.uk/government/publications/biometrics-and-forensics-etchics-group
http://www.gov.uk/government/publications/biometrics-and-forensics-etchics-group
http://www.biometricsinstitute.org/
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Counter-Terrorism Biometric Systems and Databases 

Current Counter-Terrorism Biometric Systems and Databases 

Border Applications 

                                                           
50 “Boundary’ is usually used in reference to the line which divides the territory or maritime space of two States, while 
a ‘border’ is what has to be crossed in order to enter a state. Sometimes they coincide exactly, but it is more common 
for the border to include infrastructure such as immigration checkpoints, customs facilities, fencing and patrol roads 
which extend beyond the boundary; and, in the case of international air- and seaports, the border may be located 
hundreds of kilometers from the boundary. A boundary is essentially a line of definition, while a border is usually a more 
complex entity comprising several lines and / or zones, whose primary function is the regulation of movement of people 
and goods.” Professor Martin Pratt from the Durham University in the United Kingdom 
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51 Refer to the ICAO TRIP Guide on Border Control Management, Montreal (2018) for more details. 
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52 ASEAN Association of South East Asian Nations 
53 ECOWAS Economic Community of West African States 
54 UNASUR Union of South American Nations 
55 CARICOM Caribbean Community 
56 The eu-SIS-II supports public security, border control and law enforcement cooperation in Europe among the 
signatory states of the Schengen Treaty. Information from police databases and border watch lists is shared between 
states. This information is accessible both in-country and at borders and is also used to check those travelling into and 
out of the European Union. The system contains data about wanted and missing persons, lost or stolen ID/travel 
documents, biometrics, stolen vehicles etc.  
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57 For PNR and API, Annex 9, 15th Edition, to the Chicago Convention, gathered standards and recommended 
practices, in Chapter 9 "Passenger Data Exchange System". Standard electronic message including sets of data have 
been developed and jointly agreed by WCO/IATA/ICAO in Guidelines on PNR (Doc 9944) and API. 
58 PNRGOV EDIFACT & XML Message Implementation Guide: www.wcoomd.org/en/topics/facilitation/instrument-and-
tools/tools/api-pnr.aspx 



- 59 - 
 

Case Study 5 – Entry without showing a Travel Document 

                                                           
59 eMRTD - An MRTD (passport or card) that has a contactless integrated circuit embedded in it and the capability of 
being used for biometric identification of the MRTD holder in accordance with the standards specified in the relevant 
Part of ICAO Doc 9303 — Machine Readable Travel Documents 
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Case Study 6 – Logical Data Structure Version 2 

                                                           
60 PKI (Public Key Infrastructure) is defined by ICAO as a set of policies, processes and technologies used to verify, 
enroll and certify users of a security application. A PKI uses public key cryptography and key certification practices to 
secure communications. 
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Case Study 7 – Biometric Verification of Departure 

Policing and INTERPOL Applications 
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INTERPOL Biometric Databases: Oversight and Governance 

 

 
 

Managing Biometric and Biographic Watch List Data 
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61 See: https://www.interpol.int/INTERPOL-expertise/I-Checkit  
62 See: https://www.interpol.int/  
63 See: https://www.europol.europa.eu/  
64 See: ICAO TRIP Guide on Border Control Management, version 1, chapter: 5-M 
65 See: https://www.interpol.int/INTERPOL-expertise/Databases  
66 See: https://www.europol.europa.eu/activities-services/services-support/information-exchange/europol-information-
system  
67 See: ICAO TRIP Guide on Border Control Management, version 1, chapter: 4-E 
68 See: https://www.un.org/sc/ctc/  
69 See: https://www.consilium.europa.eu/prado/en/check-document-numbers/check-document-numbers.pdf  

https://www.interpol.int/INTERPOL-expertise/I-Checkit
https://www.interpol.int/
https://www.europol.europa.eu/
https://www.interpol.int/INTERPOL-expertise/Databases
https://www.europol.europa.eu/activities-services/services-support/information-exchange/europol-information-system
https://www.europol.europa.eu/activities-services/services-support/information-exchange/europol-information-system
https://www.un.org/sc/ctc/
https://www.consilium.europa.eu/prado/en/check-document-numbers/check-document-numbers.pdf
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Case Study 8 - ETIAS 

                                                           
70 http://www.europarl.europa.eu/thinktank/en/document.html?reference=IPOL_STU%282017%29583148 

http://www.europarl.europa.eu/thinktank/en/document.html?reference=IPOL_STU%282017%29583148
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Benefits of Counter-Terrorism Biometric Applications 

Within National Borders 
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Across National Borders 

 

 

                                                           
71 Disaster Victim Identification (DVI) is an internationally recognised procedure for recovering and identifying victims 
of a mass fatality incident and supporting the bereaved during the process. It is undertaken by law enforcement 
personnel and the processes are agreed at an international level through membership of the Interpol DVI committees. 
Interpol may also provide direct assistance and coordination in the event of large, complex international incidents. 
72 Refer to the ICAO TRIP Guide on Border Control Management, Montreal (2018) for details. 
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Beyond National Borders 

Military-Sourced Biometrics  
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Case Study 9 – Terrorist Explosive Device Analytical Centre 

Assured Mutual Protection 
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Data Sharing Protocols and the Lawful Integration of Databases 

National

•Civil Registration Database

•Driving Licence Registration 

•Military Biometrics Database

•Police Criminal Records Database

•Police Forensic Intelligence 
Databases

•Passport Authority

•Border Biometric Verification 1:1 Data

•Border Watch List 1:n Databases

•Visa Applicants Database

•Asylum Applicants Database

•Residence Permit Applicants 
Database

International

•Bi-Lateral Partner

•Multi-Lateral Partners

•Regional e.g. Eurodac

•Refugee Databases

•INTERPOL Biometric Databases

•Fingerprints
•Face
•DNA
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Standards
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Outcomes
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73 E.g. NIST Special Publication 1152 ‘Latent Interoperability Transmission Specification’ www.nist.gov  

http://www.nist.gov/
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Predictive Biometrics: The Proactive Use of Biometric Database Networks to 
Prevent Terrorist Attacks 
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Managing Outcomes 

Contextual Assessment of Outputs 
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Strategic Objectives and Investigators’ Guidelines 
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Recommended Practices 
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Reference Documents 

  

http://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/tools/api-pnr.aspx
http://www.interpol.int/INTERPOL-expertise/I-Checkit
http://www.interpol.int/INTERPOL-expertise/Databases
http://www.europarl.europa.eu/thinktank/en/document.html?reference=IPOL_STU%282017%29583148
http://www.europol.europa.eu/activities-services/services-support/information-exchange/europol-information-system
http://www.europol.europa.eu/activities-services/services-support/information-exchange/europol-information-system
https://www.consilium.europa.eu/prado/en/check-document-numbers/check-document-numbers.pdf
http://www.un.org/sc/ctc/
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/fact-sheets/docs/20161116/factsheet_-_etias_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/fact-sheets/docs/20161116/factsheet_-_etias_en.pdf
http://europa.eu/rapid/press-release_MEMO-16-3706_en.htm
http://www.nist.gov/
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Acronyms 
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Glossary of Biometric Terms 
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Directory of International Organizations 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.biometricsinstitute.org/
http://www.icao.int/
http://www.icrc.org/
http://www.interpol.int/
http://www.iec.ch/
http://www.iso.org/
https://www.un.org/sc/suborg/en/sanctions/1267
http://www.un.org/en/sc/ctc/
http://www.un.org/en/peacekeeping/about/dpko/
http://www.un.org/depts/dpa/index.html
http://www.un.org/en/hq/dpi
https://dss.un.org/dssweb/
http://www.un.org/en/sc/1540/
https://www.iaea.org/
http://www.icao.int/Pages/default.aspx
http://www.imo.org/EN/Pages/Default.aspx
http://www.imf.org/external/index.htm
http://www.interpol.int/Public/Terrorism/default.asp
http://www.un.org/disarmament/WMD/Counter_Terrorism/
http://www.ohchr.org/EN/Pages/WelcomePage.aspx
http://legal.un.org/ola/
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http://www.un.org/sg/
http://www.un.org/en/preventgenocide/adviser/
https://childrenandarmedconflict.un.org/
http://www.un.org/youthenvoy/
http://www.opcw.org/
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