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Information Security Policy

1. Introduction

SunExpress takes information security seriously and is committed to providing assurance to
its people and to customers, business partners and other third parties that information is
managed in a controlled and secure environment.

This document sets out the Information Security Policy (ISP) for SunExpress.

Information shall mean any content whatever its medium (whether written on paper or stored
in any form electronic, hardcopy or otherwise including but not limited to sound, visual or audio-
visual recordings). Information security in the context of this policy means the preservation of
confidentiality and integrity of information and prevention of unauthorised disclosure of
Information.

2. Purpose

This policy supplements and reinforces other SunExpress policies, practices and procedures
connected to information and cyber security. In association with security standards, this policy
consolidates legal, regulatory and company obligations into a set of objectives and
requirements that enable a robust control environment to be implemented.

3. Scope

This policy applies across the company to all colleagues and third parties working on behalf of
SunExpress with access to SunExpress applications, infrastructure, and information.

4. Management Statement

The security of information, computing infrastructure and systems including applications is vital
to maintaining our reputation and ability to achieve our business objectives.

Management is committed to ensuring that SunExpress business obligations including
contractual, legal, and regulatory requirements are always met. The protection of company
information and business assets is the responsibility of everybody including business partners
and third parties.

4.1 Management Intent
It is the intent of management that:
e Assets of the company are adequately protected.
* Regulatory and legislative requirements are met at all times.
o Control measures are implemented that are commensurate with risk.

o Business continuity plans are available, maintained and tested.
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4.2 Information Security Requirement
This policy requires that:

¢ All applications, infrastructure, information, and suppliers are classified in a way that
indicates its importance to the company.

 Owners are appointed for all applications, infrastructure, classified information, and
supplier relationships.

* Owners of applications, infrastructure, classified information, and supplier relationships
must ensure they are risk assessed on agreed basis or before a significant change.

* All information assets are protected in terms of their requirements for confidentiality,
integrity and availability following an approved process for identifying and managing
risks.

¢ Individuals using or accessing SunExpress information assets or resources are made
aware of their security responsibilities.

4.3 Incident Reporting

All security policy, standards or framework breaches must be reported promptly to SunExpress
Information Security using the following email address info.sec@sunexpress.com.

5. Policy Restrictions
It is expressly prohibited to:
e Alter or tamper with security evidence or log sources.
6. Policy Compliance
6.1 Compliance Measurement

The SunExpress Information Security team will verify compliance with this policy through
various methods, including but not limited to, security and/or business tool reports, internal and
external audits, and shall provide feedback to the policy owner.

6.2 Exceptions

Any exceptions or non-conformance with SunExpress information security policy or standards
must be approved in advance by Information Security following a documented process for
tracking and reporting on all exceptions and non-conformance.

6.3 Non-Compliance

Colleagues violating this policy or supporting policies (including acceptable use policies) may
be subject to disciplinary action, up to and including termination of employment.
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7. Responsibilities

The following roles are in place within SunExpress to assist in the provision of sound
information security practice across the company.

¢ Information & Cyber Security Senior Manager, Ayo Adebayo — Responsible for the
overall coordination of Information Security, including security improvement, security
training and awareness and the maintenance of this policy.

e |T Director, Mustafa Egilmezbilek — Owner of the SunExpress Information Security
Policy and executive sponsor for information and cyber security in the company.

|

Signed l L L/(/\ £\ |
Max Kownatzki Tu 'céy F:minbglu
/
CEO “Deputy CEO
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SUNEXPRESS GUNES EKSPRES HAVACILIK A.S.
Bilgi Giivenligi Politikasi
1. Giris

SunExpress bilgi glivenligini ciddiyetle ele almaktadir ve galisanlarina, misterilerine, is
ortaklarina ve diger liglincii taraflara bilgilerin kontrollii ve giivenli bir ortamda yonetildigine dair
giivence vermeyi taahhiit eder.

Bu dokiman, SunExpress Bilgi Giivenligi Politikasi'ni (BGP) ortaya koymaktadir.

Bilgi, hangi ortamda olursa olsun (kagit (izerinde yazili veya herhangi bir bicimde elektronik,
basili kopya veya sesli, gérsel veya gorsel-isitsel kayitlar dahil ancak bunlarla sinirlt olmamak
Uzere sair bicimlerde saklanan) her tiirlli igerigi ifade eder. Bu politika metni baglaminda bilgi
guvenlidi, bilgilerin gizliliginin ve bitlinliginin korunmasini ve bilgilerin izinsiz bir sekilde
ifsasinin dnlenmesini ifade eder.

2. Amag

Bu polittka metni, bilgi ve siber givenlikle baglantii diger SunExpress politikalarini,
uygulamalarini ve prosedlrlerini tamamlayici ve pekistirici niteliktedir. Glivenlik standartlar
agisindan degerlendirildiginde bu politika metni; hukuki, dizenleyici ve kurumsal
yukimlilikleri, saglam bir kontrol ortaminin uygulanmasina olanak saglayan bir hedef ve
gereklilikler grubu iginde birlegtirir.

3. Kapsam

Bu politika, sirket genelinde SunExpress uygulamalarina, altyapisina ve bilgilerine erigimi olan
ve SunExpress adina gbrev yapan tim calisaniar ve ig¢iinci taraflar icin gecerlidir.

4. Yonetim Beyani

Bilgilerin, bilisim altyapisimin ve uygulamalar dahil olmak (izere sistemlerin glivenligi,
itibarimizin ve ig hedeflerimize ulagma kabiliyetimizin sirdiiriilmesi agisindan gok dnemlidir.

Yonetim; akdi, hukuki ve dizenleyici gereklilikler dahil olmak (izere, SunExpress is
ylkimldlGklerinin her zaman yerine getiriimesini saglamay taahhit eder. Sirket bilgilerinin ve
i varliklarinin korunmasindan, is ortaklar ve iglincii taraflar dahil herkes sorumludur.

4.1 Yonetimin Gayesi

Yoénetimin ulagsmak istedidi gayeler sunlardir:
o Sirket varliklarinin yeterli diizeyde korunmasi.
o Diizenleyici ve yasal gerekliliklerin her zaman yerine getiriimesi.
o Kontrol 6nlemlerinin riskle orantili bir bigimde uygulanmasi.

e s siirekliligi planlarinin mevcut oimasi, idame ve test edilmesi.
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4.2 Bilgi Giivenligi Gerekliligi

Bu politika su hususlari gerekli kilmigtir:

e Tum uygulamalarin, altyapinin, bilgilerin ve tedarikgilerin, sirket agisindan 6nemini
ortaya koyacak sekilde siniflandiriimasi.

e Tim uygulamalar, altyapi, gizlilik dereceli bilgiler ve tedarikgi iligkilerinden sorumiu
kisilerin/birimlerin atanmasi.

e Uygulamalar, altyapi, gizlilik dereceli bilgiler ve tedarikgi iligkilerinden sorumlu olan
kisilerin/birimlerin, Gizerinde mutabik kalindigi sekilde veya kayda deger bir degisiklik
6ncesinde risk degerlendirmesi yapilmasini saglamak zorunda olmasi.

e Tim bilgi varliklarinin, risk tespiti ve yonetimi i¢in onaylanmig bir slre¢ uygulanmak
suretiyle gizlilik, batinlik ve kullanilabilirlik gereklilikleri agisindan korunmasi.

e SunExpress bilgi varliklarini veya kaynaklarini kullanan veya bunlara erigim saglayan
kigilerin, giivenlik sorumluluklan konusunda bilgilendiriimesi.

4.3 Olay Bildirimi

Givenlik politikasina, standartlarina veya cergevesine yonelik tim ihlaller,
info.sec@sunexpress.com e-posta adresi Uzerinden derhal SunExpress Bilgi Guvenlidi
ekibine bildirilmelidir.

5. Politika Kisitlamalari
Bu politika metni kapsaminda yasaklanan iglemler:
e Giivenlik kanitlarinin veya denetim izlerinin degistiriimesi veya bozulmasi.
6. Politikaya Uyum
6.1 Uyum Olgiimii

SunExpress Bilgi Giivenligi ekibi, glivenlik ve/veya ig raporlari, i¢ ve dig denetimler dahil ancak
bunlarla sinirh olmamak izere gesitli yontemlerle bu politikaya uyumu dogrulayacak ve politika
sorumlusuna geri bildirimde bulunacaktir.

6.2 istisnalar

SunExpress bilgi glvenligi politikasi veya standartlan kapsamindaki istisnalar veya
uyumsuzluklar, tim istisnalar ve uygunsuziuklarin izlenmesi ve bildirilmesine yonelik yazil
slire¢ uygulandiktan sonra Bilgi Giivenligi ekibi tarafindan 6nceden onaylanmahdir.

6.3 Uygunsuzluk

Bu politikayi veya destekleyici politikalan (kabul edilebilir kullanim politikalan dahil) ihlal eden
calisanlara, ig akdinin feshine varan disiplin cezalari uygulanabilir.
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7. Sorumluluklar

Sirket genelinde gli¢li bir bilgi glivenligi uygulamasinin saglanmasina yardimci olmak adina
SunExpress binyesinde asagidaki atamalar yapilmigtir.

o Bilgi ve Siber Giivenlik Grup Miduri, Ayo Adebayo — Giivenlik gelistirme, glivenlik
egitimi ve farkindaligi ile bu politikanin siirdirilmesi dahil olmak lizere Bilgi Glivenligi
eylemlerinin genel koordinasyonundan sorumludur.

o BT Direktéri Mustafa Egilmezbilek — SunExpress Bilgi Glivenligi Politikasi’'ndan
sorumludur ve sirketin bilgi ve siber glivenlik uygulamalarini idari olarak destekler.

] : =3 —]r 2 il f

Imza \( \ R\
Max Kownatzki ~/Tuncay Erﬁinoglu
CEO CEO Yardimcisi

Bilgi Giivenligi Politikasi Versiyon 2.0 - Ocak 2023



Confirmation Code: xvgaC3



	SunExpress-Information-Security-Policy-January-2023
	SunExpress-Bilgi-Guvenligi-Politikası-Ocak-2023

